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ABSTRACT: Federated learning (FL) is an approach to protect ptivacy duting medical
image analysis due to the possibility to jointly train the model without sharing data
between institutions. In this study, we provide a comparative analysis of federated brain
tumor classification performance in case of IID and non-IID clients with and without
differential privacy (DP)-based local perturbation. The performance metrics are calculated
according to the accuracy, Fl-score, and AUC measures for the multi-client FL
convolutional neural network (CNN) based binary classifier. We demonstrate that the best
results were obtained for the IID client configuration without DP application, with
97.30% test accuracy, 0.9754 Fl-score, and 0.9947 AUC values, while the best
configuration among the non-IID ones resulted in 93.30% test accuracy, 0.9401 F1-score,
and 0.9761 AUC values. The application of DP caused significant degradation of
classification performance with IID and non-IID configurations leading to 84.25% and
78.79% test accuracies, respectively. This demonstrates the presence of a privacy-utility
tradeoff. Overall, the results suggest that federated brain tumor classification is achievable
and works effectively; however, the effectiveness of federated brain tumor classification
depends greatly on the client data heterogeneity and DP application.

1. INTRODUCTION

The problem of classifying brain tumors using CT and MRI scans is still relevant today because an early and accurate diagnosis
is critical for effective treatment. It is now widely known that deep learning models achieve good results in the domain of image
processing; however, they require access to large datasets for proper training. Unfortunately, medical images are stored
separately at multiple institutions due to legal, moral, and organizational restrictions associated with sharing private information.
For this reason, Federated Learning (FL) has been proposed as a new technique in machine learning that allows multiple parties
to cooperatively train models by only exchanging models' parameters and not sharing raw data [1], [2], [3]. FL is gaining
increasing importance in the field of medical image processing and Al-assisted medicine [4], [5], [0].

However, practical implementation of FL in healthcare remains challenging due to several key factors. For example, the first
one is the problem of non-independent and identically distributed (non-1ID) client data distribution, whereby the sample sizes,
imaging equipment, demographics, and class imbalance may vary between different hospitals, leading to an unstable
convergence and decreased prediction accuracy [7], [8], [9]. Another issue to consider when applying FL to healthcare data
involves the adoption of privacy protection techniques, such as differential privacy (DP), which guarantees the privacy of
individual records by clipping gradients and adding noise, although at the cost of model prediction capability [10], [11], [12].
Previous research has established that the issues of heterogeneity and privacy are fundamental when applying FL to medical
imaging tasks, such as the classification of brain tumors [13], [14], [15].
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1.1. Problem Statement

It is imperative to diagnose and plan the treatment of brain tumors accurately through CT and MRI imaging for which accurate
brain tumor classification is necessary since these imaging modalities provide anatomical and pathological information about
the brain. However, training effective deep learning models for such tasks requires huge and varied datasets, which are
challenging to collect as medical images are distributed among several hospitals and are constrained by the issues of data security,
ethical considerations, and regulations regarding data exchange. Federated Learning (FL) can help overcome this limitation by
allowing collaborative learning using decentralized client machines with no requirement of transmitting raw data from the
machines to a central server. FL, however, faces certain challenges related to non-IID client data distributions due to imbalance,
heterogeneity, different data sizes and modalities at each hospital client, along with privacy-preserving perturbations through
differential privacy-like noise injection techniques that could affect its efficiency in practice. Though several studies have
investigated federated learning and privacy-preserving methods individually, medical image classification using multimodal CT'-
MRI data, along with non-IID setting, has not received much attention. Hence, the problem that will be considered in this
paper is to assess the effectiveness of federated learning algorithms in achieving reliable predictive performance, efficient model
convergence, and good system efficiency in the scenario of non-1ID clients, with privacy-preserving local perturbations.

1.2 Research Gap

Even though several research efforts have proved the utility of federated learning approaches in medical image classification,
especially brain tumor segmentation, most previous works consider single-modal image databases, advanced optimization
techniques, or differential privacy-based schemes alone. Few studies have considered the possibility of federated brain tumor
classification in a distributed manner based on an actual multimodal dataset having CT and MRI images. Moreover, not many
studies provide an empirical investigation regarding the relationship between different distribution scenarios of clients (e.g., IID
vs. non-1ID) and the role of local perturbation inspired by differential privacy (DP) in terms of accuracy, convergence,
communication complexity, computational burden, and overall privacy-utility trade-off. Most previous works have also
prioritized achieving high accuracy levels without much consideration of the overall feasibility issues associated with practical
applications. This is another major gap that needs to be filled through our research study.

1.3. Novelty of the Research

The novelty of the research is in the proposal of an empirical benchmark that combines the utility of federated brain tumor
classification on a real multimodal dataset of CT and MRI images by leveraging two relevant imaging sources at once in the
same decentralization setting. Unlike several studies, which use MRI-only datasets, assume 11D distribution, or analyze privacy

alone, this study examines both IID versus non-1ID distribution and with or without

differential privacy-inspired local perturbation in several federated learning settings. Furthermore, while most existing studies
focus solely on predictive accuracy, this study also analyzes other aspects such as convergence behavior, communication costs,

and overall system performance.
1.4 Contributions

e  Created a federated learning approach for the task of binary brain tumor classification utilizing a unique multimodal
dataset with both CT and MRI scans.

e Modeled practical decentralized medical environments via five clients divided into IID and non-IID data splits.

e Investigated eight expetimental setups with different combinations of IID/Non-1ID distributions, FedAvg/FedProx
models, and local perturbations with noise levels equal to 0 and 0.1.

e  Measured performance using the Accuracy, Precision, Recall, I'1-score, Specificity, AUC, and Loss metrics.

e  Obtained excellent classification results, where the best IID no-noise condition yielded an Accuracy score of 97.29%,
F1-score of 0.9754, and AUC of 0.9947.

e  Studied round-based convergence dynamics and systems’ properties such as communication cost, training time, CPU
consumption, DP overhead, and the approximate privacy measurement.

e  Successfully identified that the IID no-noise configuration outperformed other experimental conditions, whereas the
non-IID noisy configuration demonstrated the most significant drop in performance due to client heterogeneity and
privacy-utility trade-offs in federated health applications.

344
Natural Resources for Human Health (NRFHH)

https://nrfhh.com



Natural Resources for
Human Health

elSSN: 2583-1194

e  Supplied a thorough performance benchmark considering accuracy, privacy, heterogeneity, and scalability issues in
federated learning, providing an exemplary basis for further studies.

2. LITERATURE REVIEW
2.1. IID vs. Non-IID Performance: A Critical Gap

An important finding from the above literature review is that the explicit separation of IID and non-IID accuracies is not always
observed and sometimes missing for brain tumor FL studies [7], [11], [12], [13]. Specifically, Ay et al. [7] assessed several FL
algorithms only using IID-like data split settings, and FedAvg achieved an accuracy rate of 85.55% after 10 rounds while Ft-
FedAvg gained an accuracy rate of 85.80% after 30 rounds without considering any non-IID configurations [7]. Furthermore,
Mahlool and Abed [11], [12] presented their classification results as accuracies of 98% and 97.14% for two brain tumor datasets
and 0.82 and 0.96 for two more datasets, yet there was no investigation into any non-IID data configuration [11], [12]. In
addition, Nandan et al. [13] achieved 99.7% accuracy without considering any non-IID configurations [13]. The above pattern
has also been reflected in other studies on FL in the healthcare sector. Rauniyar et al. [3] found out that there was potential for
DP-FL in brain tumor segmentation by studying studies involving the BraTS 2018 dataset, but they failed to establish
comparisons between 11D and non-1ID data performance [3]. Prayitno et al. [4] confirmed the reality of non-IID data in the
medical field, noting the negative effects of non-1ID data distribution in models, but performance degradation from non-1ID
data was inconsistently quantified across studies [4]. The performance issues arising from non-IID data have been affirmed by
Madathil et al. [5] that FedAvg models using non-1ID data show poor accuracies and slow convergence rates as explained by
Zhao et al. [5].

2.2. Studies Addressing Non-IID Performance

The studies examined herein revealed Narmadha and Varalakshmi [9] as the only study with clear information on how non-IID
influences the performance metrics with reference to the number of communication rounds needed to attain target Dice scores
being 40-70% higher for non-1ID compared to IID configurations although the exact Dice score coefficient for the former
configuration was not provided separately [9]. The overall Dice score of 0.94 obtained is with regard to IID configuration of
the Kaggle LGG-MRI dataset [9]. In their experiment, Raheem et al. [10] observed consistent supremacy of FUSION in relation
to SOTA FL frameworks when non-1ID configuration is considered among TCGA-LGG brain MRI dataset, Kvasir-SEG, and
UDIAT datasets despite the numerical value of the accuracy being expressed relatively to SOTA [10]. In their research, Alsaleh
etal. [8] simulated client distribution in both IID and non-IID configurations with an overall accuracy of 99.07% being achieved
in IID-like conditions while observing convergence instability in the non-IID condition though the accuracy figure for non-
IID condition could not be determined separately [8]. Rehman et al. [1] analyzed some studies which had revealed FedDis

superiority over baseline FL. approaches by 11% in terms of non-IID configuration in relation to brain MRI segmentation [1],
[6]-
2.3. Impact of Differential Privacy on IID and Non-IID Accuracy

The connection between differential privacy and the IID and non-IID impact is a further layer of complication. It was shown
by Ay et al. [7] that Dp-FedAvg incurred accuracy penalties in comparison with the classic FedAvg in the IID setting, which
follows the well-known trade-off between privacy and accuracy found throughout the FL literature [14], [15], [16]. In particular,
it was found by Shukla et al. [16] in research on breast cancer FL using DP that the combination of FL and DP resulted in a
96.1% accuracy for ¢ = 1.9, versus 97.7% in the absence of DP; this confirms that there is an inherent accuracy penalty
associated with the use of DP [16]. Similarly, it was established by Ziegler et al. [17] that DP FL applied to chest X-ray
classification using DenseNet121 attained an AUC of 0.94 for ¢ = 6, with performance decreasing for stricter privacy levels
[17]. This has particular implications in terms of brain tumor FL, as non-1ID and DP have not been considered simultaneously
in the brain tumor FL literature [1], [3].

2.4. Scalability and Its Relationship to IID/ Non-IID Petformance

The scalability challenges directly affect the ability to analyze the effectiveness of non-1ID performance. The works by Ay et al.
[7] have involved only three federated clients, while Alsaleh et al. [8] simulated only five clients, and the same is true about the
work done by Mahlool and Abed [11], [12]. All of these are well under the scale of realistic multi-institutional deployments [1],
[3]. Rauniyar et al. [3] stated that scalable Federated Learning for brain tumor applications involves overcoming not only
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statistical but also system heterogeneity, but very few researchers take on this challenge together [3]. In their paper, Madathil
et al. [5] have proven that there are two main forms of heterogeneity in federated healthcare settings, namely statistical and
system heterogeneity, and the latter should be considered simultaneously for achieving scalable deployments [5].

2.5. Multimodal FL and IID/ Non-IID Considerations

In contrast to conventional non-IID label or quantity skew, multimodal FL adds further layers of heterogeneity. Specifically,
according to Che et al. [18], multimodal federated learning adds modality heterogeneity as an extra challenge where different
clients might have different modality combinations [18]. In brain tumor FL studies, full integration of multimodal inputs, such
as T1, T2, and FLAIR MRI sequences, is still at a conceptual level [1], [9], and none of the papers under review provided
separate results on whether multimodal brain tumor FL was IID or non-IID in terms of its accuracy rates [1], [9]. According
to Jabbar et al. [19], in vertical FL for glaucoma detection, their proposed QAVFL architecture performed well with non-IID
data, reaching an accuracy rate of 98.6% [19].

2.6. Consolidated Research Gaps

Summarizing upon the above review, the following research gaps are identified regarding IID and non-IID performance

reporting and evaluation :

e Lack of explicit IID and non-IID accuracy reporting: A large proportion of brain tumor FL studies only provide one
accuracy value without breaking down the performance metrics based on the data distribution condition [7], [11], [12],
[13]; thus, it is hatd to make comparisons among studies.

e Non-IID robustness: Most brain tumor FL studies do not perform tests with non-IID distributions [7], [11], [12], [13],
or they show performance deterioration without solving convergence problems [5], [8], [9].

e Differential Privacy (DP)-non-I1ID impact: There is no quantitative analysis on how DP and non-IID distribution
affect the accuracy loss of brain tumor FL studies [1], [3], [17].

e  Multimodal non-IID analysis: To date, there is no study that investigates IID and non-IID performance for
multimodal brain tumor FL systems [1], [9], [18].

e Scalability issues: The vast majority of brain tumor FL studies are conducted with a small number of clients (typically
3-5 clients), which falls far short of practical deployment [3], [5], [7], [8].

Table 1. Comparative summary of selected literature related to federated medical imaging and brain tumor analysis Part-1
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Table 2. Comparative summary of selected literature related to federated medical imaging and brain tumor analysis Part-2

A
Ref. No. Author(s) Performance c(;;llr)a)cy Accuracy (Non-IID) Main Limitation / Gap
[6] Ay etal. 85.80% 85.80% Not reported No non-IID, no multimodal
Synthetic MRI, no f 1
[2] Alsaleh et al. 99.07% 99.07% Not separately reported yaeene DP’ no forma
Narmadha & . . . .
[4] Varalakshmi Dice 0.94 Dice 0.94 Not separate Multimodal not implemented
Strong
[5] Raheem etal. | segmentation | Competitive Strong No formal DP
results
[1] Rehman etal. | FedDis +11% | Comparable 11% Review-based
Mahlool &
[14] i%o‘:i 98.00% 98.00% Not reported No DP, no non-IID
e
[16] Nandan et al. 99.70% 99.70% Not reported No DP, no non-IID
97.29% Acc, Strf)ng unif.ied benchmark
Present 93.30% (best no- with multimodal + non-
Proposed Stud F1=0.9754, IT.29% | oise), 79.26% (noisy) | TID + privacy + system
oise . ois acy + syste
Y AUC=0.9947 ’ L nomy privacy sy
metrics

3. METHODOLOGY
3.1 Overall Federated Framework

The paper adopted a controlled federated learning model to classify binary brain tumors to focus on the impacts of data
distribution to clients and the local perturbation that is inspired by DP. The procedure included the extraction, preprocessing,
and stratified splitting, the partitioning of the dataset into IID and Non-IID clients, the round-based federated training, the
equal-weight server aggregation, and the assessment conducted by predictive and system-level metrics. A total of eight
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combinations of two data modes (IID, Non-IID), two algorithm labels (Fed Avg, FedProx) and two noise levels (0.0, 0.1) were

investigated.

Figure 1. Overview of the proposed federated brain tumor classification framework under IID and Non-IID client

- N N ()
i i Preprocessingand Preprocessi
Multimodal Brain ngand
Tumorimage Dataset Dataset
Dataset Preparation Preparation

Federated Local
Trainingat Clients

CcT Image Resizing to
@ 128x128x 3

Normalization to
wt 10,1

§ e stratified spiit
into:

Binary Classes:
Healthy and Tumor

Total Dataset:
9618 Images

Training: 6732
Validation:962
Testing: 1924

!

Training data is

Light weight CNN

4 Client

= —
-
—]
—

\ J N/

Server
Aggregation

Federated

1
split across 5 Training
clients E % 5% Settings
) ‘% %
o, 0, A FedAvg &
228 Client | | 9200 FedProx Labels
it | “2 o e 5
balanced - Noise 0.0: \ =
client data Adam wv‘\ X
Cliont || BaIENSZE64 O
3 | Localepochsi10 ¥
Learning Rate-1e-3
° l Equal-weight
b1 C [0 Averaging
[y .
Non-lID Client oo ® DP-Inspired
distribution: Local
Class- D Noise 0.1:DP Perturbation
skewed alnd Inspired Adam + Gradient
unequal I Clipping)L2
client data c“;m | g/{g 0 noﬁﬁqg))
— B PN ) - Gaussian
perturbation
i + Approximat
= e privacy
== indicator

distributions with DP-inspired local perturbation.

3.2 Dataset Preparation and Experimental Setup

R
Evaluation
and
Menitoring

Pradictive Metrics

. uracy
Precision
Recall
Fl-score
Specficity
AUC Loss

System-level

metrics

P - Round time

- Client time

« Aggregation time

- DP overhead

- Epsilon

+ Communication
cost

+ Early stopping
Patience=3

- Maximum
rounds=50

N—

The dataset contained 9,618 CT and MRI brain images, including 4,300 healthy and 5,318 tumor samples [45]. Labels were

assigned from folder names, with healthy coded as 0 and tumor as 1. All images were resized to 128 X 128 X 3 and normalized

to [0,1]. Stratified sampling produced 6,732 training, 962 validation, and 1,924 test samples.

Let the dataset be D = {(x;, ;) }r=q, where x;is an image and y; € {0,1}. The split was D = D¢y U Dygy U Dy, with | Dy, |=
6732, | Dygy |= 962, and | Dy |= 1924. Table 2 summarizes the fixed experimental settings used throughout the federated

framework.

Table 3. Experimental setup of the proposed federated brain tumor classification framework

Parameter Value

Task Binary brain tumor
classification

Input image size 128 X 128 X 3

Total dataset size 9,618 images

Training / Validation / Test

6,732/ 962 / 1,924

Number of clients

5

Data distribution modes

11D, Non 11D

Algorithm labels FedAvg, FedProx
Local model CNN
Convolution filters 32,064,128
Hidden dense layer 64 neurons
Output layer 1 sigmoid neuron
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Batch size 64

Local epochs 10

Maximum communication | 50

rounds

Learning rate 1x1073
Optimizer (no-noise) Adam

Optimizer (privacy-aware) DP-inspired Adam
Noise multipliers 0.0,0.1

L, clipping norm 1

é 1%x10°°
Aggregation rule Equal-weight averaging
Early stopping patience 3

Table 3 presents the fixed configuration applied across all eight experimental settings. These shared settings ensured that the
observed differences in performance were examined under a common framework while varying only the data-distribution
mode, algorithm label, and perturbation setting.

3.3 Client Partitioning Under IID and Non-IID Settings

The training subset was distributed across K = 5 clients. Under IID pattitioning, shuffled training indices were divided
approximately equally:

K . .
Dy = Uy, DI, DI n D} = 0 (i # )) )

This produced client sizes of 1347, 1347, 1346, 1346, and 1346. Under Non-IID partitioning, class-wise indices were first
separated and then one class was made dominant per client; each client retained 80% of its dominant-class subset and 20% of

its minority-class subset:
Non-IID _
Dk - Sk,dom U Sk,min (2)

This created unequal local sizes of 716, 630, 715, 629, and 715 and class-skewed client data. Table 4 summarizes the client-wise
sample distribution under the two partitioning schemes.

Table 4. Client data distribution under IID and Non-IID settings

Setting | Client1 | Client 2 | Client 3 | Client 4 | Client 5

11D 1347 1347 1346 1346 1346

Non-1ID | 716 630 715 629 715

Table 4 shows that the IID setting preserved an almost uniform allocation across all five clients, whereas the Non-IID setting
produced unequal client sizes. This distributional contrast provides the basis for examining how balanced and heterogeneous
client partitions affect federated model behavior in the later results.

3.4 Local Classification Model

A lightweight CNN was used as the local model on both client and setver sides. The architecture contained three convolutional
stages with 32, 64, and 128 filters, each followed by max-pooling, then flattening, a dense layer with 64 neurons, and a sigmoid

output neuron. For an input image x, the model predicted § = f(x; ), and local training minimized binaty cross-entropy:
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Locs = —— X1, [yidog(®) + (1 — yplog(1 — 9,)] 3)

3.5 DP-Inspired Local Optimization and Privacy Indicator

When the noise multiplier was 0.0, standard Adam was used. When ¢ > 0, a DP-inspired Adam variant applied gradient

clipping and Gaussian perturbation. For each gradient tensor g,
g=g-min(1,——),§ = g+ N(0,0C?) )
"lgliz+es/’ ’

where C = land ¢ € {0.0,0.1}. An approximate privacy indicator was tracked as

0, o=0,
= 5
€ {@ 550, (5)

with round index rand § = 107°. This ewas treated as a comparative indicator, not a formal accountant-based differential
privacy guarantee.
3.6 Federated Training and Global Aggregation

For each configuration, the server initialized a global CNN and broadcast it to all clients each communication round. Every
client trained a local copy on its own partition for 10 epochs and returned updated parameters. The server aggregated client
models by equal-weight averaging:

K
(r+l) _ 1 (r+1)
0 sz=19k 6)

The same averaging rule was used under both FedAvg and FedProx labels. However, the implementation did not add a proximal
term to the local FedProx objective, so the FedAvg/FedProx compatison should be interpreted as a label-level empirical
contrast within the same averaging-based loop. Table 5 lists the eight evaluated experimental configurations defined by the

combination of data mode, algorithm label, and noise multiplier.

Table 5. Evaluated experimental configurations

Case | Data Algorithm Noise
Mode Label Multiplier

1 11D FedAvg 0

2 11D FedAvg 0.1

3 11D FedProx 0

4 11D FedProx 0.1

5 Non-1ID | FedAvg 0

6 Non-IID | FedAvg 0.1

7 Non-1ID | FedProx 0

8 Non-1ID | FedProx 0.1

Table 5 shows the full experimental matrix used in the study. This design enabled direct comparison across balanced and
heterogeneous client distributions, as well as between unperturbed and perturbation-enabled local training settings within the

same federated framework.
Algorithm 1. Federated brain tumor classification under IID/Non-IID partitioning with DP-inspired local petturbation

1. Extract and preprocess all images.
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Split the dataset into training, validation, and test subsets using stratified sampling.

Partition the training set into IID and Non-IID client subsets.

For each combination of data mode, algorithm label, and noise setting, initialize the global CNN.
For each communication round, broadcast the global model to all clients.

Train each client locally for 10 epochs using batch size 64.

If 0 > 0, apply clipping and Gaussian perturbation duting local optimization.

Aggregate returned client parameters by equal-weight averaging.

e e A A

Evaluate the global model and apply early stopping based on validation loss.
3.7 Evaluation Metrics and Early Stopping

The global model was tested after every round on training, validation and on test sets. The desired predictive measures were
accuracy, precision, recall, F1-score, specificity, AUC, and loss. Round time, client training time, aggregation time, DP overhead,
approximate epsilon, communication cost and CPU usage were system level metrics. Hard predictions were based on a
threshold of 0.5. On the transmission of parameters at float32 precision, communication cost was computed, and on the
transmission of parameters at float64 precision, DP overhead has also been computed against the equivalent no-noise client-
training base. Early termination restarted the patience parameter in case the validation loss raised and finished training on three

sequential non-enhancing cycles. Table 6 summarizes the evaluation metrics used in the study.

Table 6. Evaluation metrics used in the study

Category Metrics
Predictive Accuracy, Precision, Recall, Fl-score, Specificity, AUC,
metrics Loss

System-level | Round time, Client training time, Aggregation time, DP
metrics overhead, Approximate epsilon, Communication cost, CPU

usage

Table 6 shows that the evaluation framework combined predictive and computational measures. This allowed the study to
assess not only classification quality, but also the round-level system behavior associated with different data-distribution and
perturbation settings.

4. RESULTS
4.1 Experimental Overview

This is where the results of the eight experimental settings that are created by the combination of two client-distribution modes
(IID and Non-IID), two labels of the algorithms (FedAvg and FedProx) and two local-noise environments (0 and 0.1) are
reported. The obtained final results are provided in four complementary perspectives: final predictive performance of all
environments, degradation compared to the highest possible baseline, representative round-wise behaviour, and representative
system-level properties. As per the result package approved, the body of the manuscript refers to the approved final tables only,
and the figures are obtained out of the already approved final result tables and the reported round-wise traces only. To give a
visual summarization instantly of the predictive ranking in all settings, Figure 2 compares the end test accuracy, F1-score, and

AUC processes of the eight experimental settings.
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Performance Comparison of FedAvg and FedProx
Under IID and Non-lID Settings

El Test Accuracy
3 Fl-score

m AUC

Performance Score

nn n Non-ID

FedProx FedProx FedAvg
Noise=0.0 Noise=0.1 Moise=0.0
Experimental Settings

Figure 2. Overall comparison of final predictive performance across the eight experimental settings.

Figure 2 is a strong indicator of the high and low-performing IID no-noise settings and the noisy settings, respectively. The
two no-noise cases of 11D dominate the performance range in all the three measures but the noisy Non-1ID settings are at the
lower end of the comparison. The figure thus gives a brief visual account of the same ranking that is found in Table 6 as a

numerical account.
4.2 Final Performance Comparison Across All Settings

The final performance table approved gives the principal summary of the end-point predictive performance of the eight
configurations. The best ultimate score is provided in the IID, FedAvg, noise 0 condition with test accuracy is 0.972973, F1-
score is 0.975402 and AUC is 0.994667. Corresponding IID FedProx, noise 0 is numerically similar and thus with an accuracy
of 0.971933, F1-score of 0.974383 and AUC 0.994044. The weakest final results are registered at the bottom of the range under
the noisy Non-IID settings. Specifically, Non-IID, FedAvg, noise 0.1 yields accuracy 0.787942, F1-score 0.816050, and AUC
0.862315, while Non-1ID, FedProx, noise 0.1 yields accuracy 0.792620, F1-score 0.815534, and AUC 0.870125. Table 7 gives
the comparative final.

Table 7. Final performance comparison across all experimental settings

Data Setting Algorithm Label Noise | Epsilon (€) Test Accuracy Fl-score | AUC

11D FedAvg 0 0 0.972973 0.975402 | 0.994667
11D FedAvg 0.1 126.957062 0.842516 0.861833 | 0.917774
11D FedProx 0 0 0.971933 0.974383 | 0.994044
11D FedProx 0.1 135.722808 0.825884 0.843385 | 0.899297
Non-1ID FedAvg 0 0 0.932952 0.940084 | 0.976132
Non-1ID FedAvg 0.1 143.955777 0.787942 0.816050 | 0.862315
Non-IID FedProx 0 0 0.924116 0.932470 | 0.975355
Non-IID FedProx 0.1 143.955777 0.792620 0.815534 | 0.870125

Table 7 indicates a similar ranking among metrics. At matched no-noise conditions the IID settings are greater than the Non-
11D settings of both labels. The noisy setting is smaller than the no-noise setting in the matched conditions of data-distribution.
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The two no-noise rows of IID are hardly different in their final predictive performance, and the noisy environments are shown
in a distinctly different performance band.

4.3 Performance Degradation Relative to the Best Baseline

The amount of degradation with respect to the strongest observed configuration is measured by the table of approved results
as a result of degradation with respect to 1ID, FedAvg, noise 0 baseline. This presentation renders the relative decrease in
predictive performance clear and not to be deduced throughout Table 6. In Table 8, the degradation values have been

summarized.
Table 8. Performance degradation relative to the best baseline (IID, FedAvg, no noise)
Comparison Case Accuracy Drop Fl-score Drop AUC Drop
11D, FedAvg, Noise 0.1 0.130457 0.113569 0.076893
11D, FedProx, Noise 0.0 0.001040 0.001019 0.000623
11D, FedProx, Noise 0.1 0.147089 0.132017 0.095370
Non-1ID, FedAvg, Noise 0.0 0.040021 0.035318 0.018535
Non-1ID, FedAvg, Noise 0.1 0.185031 0.159352 0.132352
Non-IID, FedProx, Noise 0.0 0.048857 0.042932 0.019312
Non-IID, FedProx, Noise 0.1 0.180353 0.159868 0.124542

The least degradation is exhibited by IID, FedProx, noise 0 with 0.001040, 0.001019, 0.000623 reduction in accuracy, F1-score,
and AUC respectively. Maximum degradation is experienced in Non-IID, FedAvg, noise 0.1, where accuracy, Fl-score and
AUC are reduced by 0.185031, 0.159352 and 0.132352. The two noisy Non-IID settings thus demonstrate the highest distance
as compared to the best performing baseline. The degradation of the test accuracy, F1-score, and AUC in comparison to the
11D, FedAvg, and no-noise baseline is plotted in Figure 3 in order to provide a better visual comparison of the deterioration of
the performance under the best-performing configuration.
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Figure 3. Degradation in test accuracy, Fl-score, and AUC relative to the 11D, FedAvg, no-noise baseline.

Figure 3 indicates the proportional relationship between the magnitude of performance loss in the 7 non-baseline cases. The
least amount of degradation can be realized in the 11D, FedProx, no-noise setups, and the most amount of degradation can be
realised in the noisy Non-IID sets. This graphical comparison is helpful in supplementing Table 7 since the difference in
performance relative to the best baseline is much easier to absorb visually.
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4.4 Representative Round-Wise Behavior

Representative round-wise snapshots are also part of the approved final result set to demonstrate the development of the
selected configurations throughout the communication rounds. These exemplary records take note of both positive and

challenging environments and fill in the end-point comparison. Table 9 shows the representative round regressional values.

Table 9. Representative round-wise behavior for selected configurations

Configuration | Round | Test F1- AUC | Round | Client | Aggregat | Comm.
Accuracy | score Time | Time | ion Time | Cost

O] O] () (MB)

IID, FedAvg, | 1 0.8851 0.8924 | 0.9547 | 65.81 58.14 | 0.01 33.98

Noise 0.0

IID, FedAvg, | 10 0.9730 0.9754 | 0.9947 | 61.67 54.71 | 0.01 339.80

Noise 0.0 (final)

Non-IID, 7 0.9330 0.9401 | 0.9761 | 36.94 30.06 | 0.01 237.86

FedAvg, Noise | (final)

0.0

Non-1ID, 1 0.6195 0.7244 | 0.6807 | 38.10 31.12 | 0.01 33.98

FedAvg, Noise

0.1

Non-1ID, 9 0.7926 0.8155 | 0.8701 | 37.98 31.10 | 0.01 305.82

FedProx, (final)

Noise 0.1

In Table 9, there is a clear separation in the chosen clean trajectory of IID compared to the non-IID trajectories, which are
noisy. The given IID, FedAvg, no-noise set starts with the 0.8851 test accuracy in the Round 1 and peaks at the last reported
round at 0.9730. In comparison, the Non-IID, FedAvg, noise 0.1 configuration begins at a significantly lower accident threshold
(0.6195 test accuracy and 0.6807 AUC in Round 1) and the last representative row for Non-IID, FedProx, noise 0.1 is still
below the no-noise settings at 0.7926 test accuracy and 0.870 In order to complement these representative round-wise
snapshots, Figure 4 shows the convergence behavior of the selected configurations in terms of accuracy of test across

communication rounds.

—e— IID, FedAvg, Noise 0 odrs
#- Non-IID, FedAvg, Noise 0
—d— Non-liD, FedAvg, Noise 0.1
~#— Non-IID, FedProx, Noise 0.1

0.904

0.85

0.80 " i

Test Accuracy

Communication Round

Figure 4. Representative convergence curves of test accuracy across communication rounds for selected configurations.
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Figure 4 shows there is a much differentiation between the cleaner IID path and harder Non-IID conditions. No lack of
accuracy The IID, FedAvg and no-noise versions reach the ultimate accuracy value maximum, and the noisy Non-IID versions
are found in a much worse performance domain when training. This value is therefore a complement of Table 8 since it

illustrates both favorable and challenging federated environment as time goes by as a relative behaves maximally.
4.5 Effect of Client Distribution

The impact of the distribution of the data can be seen in the end result performance table as well as the representative round-
wise table and it aligns with the approved client-partition summary applied in the methodological section. With 11D partitioning,
the client datasets are fairly balanced with 13461347 samples each. In Non-IID partitioning, each client is between 629 and 716
samples, and the results log indicates strongly disproportional class distributions one client with 120 healthy and 596 tumor
samples and another with 481 healthy and 149 tumor samples.

This difference in distribution can be observed in the last predictive outcomes with equal privacy. For FedAvg with noise 0,
test accuracy changes from 0.972973 in IID to 0.932952 in Non-IID, while AUC changes from 0.994667 to 0.976132. For
FedProx with noise 0, test accuracy changes from 0.971933 to 0.924116, while AUC changes from 0.994044 to 0.975355. The
same direction is maintained in the noisy scenarios, in which the 11D, FedAvg, noise 0. 1 setting outperforms the Non-11D,
FedAvg, noise 0.1 setting, in terms of accuracy, F1-score, and AUC. In order to make a more specific comparison on effects
of distribution, Figure 5 compares the final model operation with IID and Non-IID client distributions in matched noise
settings.

1D Accuracy == |ID Fl-score = 11D AUC
B Non-lID Accuracy  EEE Non-lID Fl-score  EEE Non-lID AUC

0.995
0.994

1.00 4

0.954

o
©
o
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o
Y
o

0.80 1

0.75 -

FedAvg FedAvg FedProx FedProx
Noise 0 Noise 0.1 Noise 0 Noise 0.1

Matched Experimental Settings

Figure 5. Effect of IID and Non-1ID client distributions on final model performance under matched noise settings.

Figure 5 indicates that IID systems are always more accurate and have higher F1-score and AUC as compared to their Non-
1ID counterparts at similar noise conditions. It can be seen that the separation is present both in the noise-free environment
and the noisy one, so the distribution of clients has a quantifiable impact on the ultimate predictive performance.

4.6 System-Level Characteristics and Privacy Indicator

The accepted system level table is a summary of representative system behavior of chosen configurations. Such values are round
time, client time, aggregation time, DP overhead, approximation epsilon, cost of communication and CPU usage. The system-
level statistics represented are provided in Table 10.
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Table 10. System-level characteristics of tepresentative settings

Configuration Round Round | Client | Aggregation | DP Epsilon | Comm. CPU
Considered | Time Time Time (s) Overhead | (€) Cost Usage
) ) %) (MB) | (%)
1ID, FedAvg, 1 65.81 58.14 0.01 0.00 0.000 33.98 47.0
Noise 0.0
11D, FedAvg, 10 (final) 61.67 54.71 0.01 0.00 0.000 339.80 67.5
Noise 0.0
1ID, FedAvg, 1 62.76 55.83 0.01 -3.98 47.985 33.98 67.6
Noise 0.1
Non-1ID, 1 38.10 31.12 0.01 3.33 47.985 33.98 60.4
FedAvg, Noise
0.1
Non-1ID, 9 (final) 37.98 31.10 0.01 2.88 143.956 | 305.82 60.6
FedProx, Noise
0.1

According to Table 10, the time of aggregation in all exemplary rows is insignificant, but the part of the client training time
denotes the vast majority of the round time. There is a rise in communication cost as the training increases, as the means are
339.80 MB in the last round of 1ID, FedAvg 305.82 MB in the last rounds of Non-IID, FedProx noise 0.1 used row and FedAvg
noise 0.3 used row, respectively. Approximate epsilon is only recorded in noisy setting and is more with the rounds in reported
representative rows. The negative value of DP overhead in the IID, FedAvg, noise 0.1 row is reinstated as it is in the final table
approved. In order to enhance the legibility of informative computation patterns, Figure 6 demonstrates a system-level
comparison of round time, client time, communication cost, and approximate epsilon in a variety of settings of choice.

Representative Time-Based System Metrics

3 = round Time (s)
2

= client Time (s)

D i
Fedavg Fedavg Fedivg

o
{RL) fFinal) (RL)

Representative Communication and Privacy Indicators

= Comm. Cost (MB)
e Apprex. Epsilon

% H i i
Feddwg Fedivg Fedivg Fedivg

] 1
(AL} tFinal) (1) tR1)
Representative Configurations

Figure 6. Representative system-level comparison of round time, client time, communication cost, and approximate epsilon
across selected settings.
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As indicated by Figure 6, the most significant portion of the round duration is credited to the client training time, whereas the
aggregation time is insignificant in the chosen representative cases. It also depicts how the communication cost goes as a
function of further training, and that only in perturbation-enabled settings do nonzero values of approximate epsilon occur.
This number is integrated with Table 9, thus giving a concise graphical representation of the calculated and privacy-associated
properties of the tested federated designs.

5. DISCUSSION

The findings develop an evident empirical ranking of the considered settings. Maximum predictive accuracy was observed in
the IID partitioning without local perturbation with IID FedAvg, no-noise configuration with 0.972973 test accuracy, 0.975402
F1-score and 0.994667 AUC which is numerically very similar to the corresponding IID, FedProx, no-noise setting. The non-
noise Non-IID configurations performed the worst with accuracy of 0.787942, FedAvg, noise 0.1 and 0.792620 with Non-IID,
FedProx, noise 0.1. The trend is confirmed by the degradation analysis: the least significant fall in comparison with the best
baseline was observed in IID, FedProx, no noise, the greatest decreases were observed in the case of the noisy Non-IID cases.
The current structure in practice was most effective when the data of all clients were balanced, and local updates were not
contaminated, and the combination between heterogeneity and DP-inspired perturbation had the highest utility loss. The trend
is connected with the current evidence that the notion of privacy-preserving medical deep learning has to be assessed based on

explicit privacy-utility trade-offs instead of privacy language as such [50].

These results are consistent with the literature on federated medical-imaging more generally that the heterogeneity of the clients
is still one of the key obstacles to stable decentralized training. The survey of federated medical image analysis highlights the
fact that non-IID distributions, local sample composition imbalance, and site-specific variation may significantly affect
convergence and top quality of final models [57]. The same is claimed in meta-survey studies in radiomics and medical image
research that federated approaches should be evaluated based on realistic data fragmentation and not just with positive end-
point studies [58]. The current work substantiates that point: under matched no-noise operations, the labels of both algorithms
experienced negative final accuracy and AUC in Non-IID training scenarios and such a pattern was present in IID training.
The findings thus confirm the opinion that distributional imbalance is not an incidental instance of implementation, but the

fundamental determinant of federated medical-image performance.

This interpretation is reinforced by results in the representative round-wise. The clean IID setup exhibited a reasonably good
initial round and reached to the highest final performance, also the noisy Non-IID settings were randomly starting at
significantly lower levels and remaining in a lower performance space during their final reported rounds. This can be explained
by the fact that the work on decentralized healthcare benchmark revealed that federated difficulty can not be perceived with
reference to terminal measures but should also be evaluated in terms of training behavior in a realistic institutional fragmentation
[59]. Similar studies on brain tumor involving modality-conscious federated designs also indicate that decentralized neuro-
oncology models are also very sensitive to local data structure and compatibility of updates across sites [60]. Though the current
experiment is binary classification and not segmentation the same high-level principles can be applied: not only architecture or

optimizer selection, but also statistical structure of local client data, can influence federated brain tumor analysis.

The research paper is also consistent with the current body of work of task-specific research on federated brain tumor analysis.
The reviews of deep learning and federated learning in brain tumors segmentation always claim that preserving privacy, cross-
site-resistance, and heterogeneity are issues yet to be addressed [61]. Later diagnosis-focused literature that adopts peer-to-peer
federated learning shows that decentralized brain tumor models are becoming more warped to the demands of applications
instead of being seen as generic healthcare classifiers [42]. Secure MRI brain tumor classification studies also indicate that it is
possible to achieve privacy-conscious federation pipelines, though they also suggest that security-driven design decisions also
should be evaluated in the context of predictive utility [43]. The current work adds to this task-related literature in demonstrating
that in a single controlled setting, there is an increased practical cost of perturbation in cases when local data are already

heterogeneous.

Simultaneously, the algorithm-label comparison presented in the given research must be viewed with restraint. Even though
both FedAvg and FedProx settings are also reported, the framework in use employed the same equal-weight aggregation rule
and no proximal term was included in the local FedProx objective. As such, the almost identicality of the two clean IIDs
settings, as well as the minor variation in the more uncomfortable configurations, cannot be considered as a strong optimizer-
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level finding. The contribution more defendable is the existence of documentation of interaction between the client distribution,
local perturbation, convergence behavior and system-level properties in a bounded federated brain tumor classification
framework. This read is in line with pioneering privacy preserving federated brain tumor research that already identified
feasibility, yet with significant space to improved refinements of optimization and privacy modeling in the future [44].

These results imply several things. First, it is possible to have privacy-conscious federated brain tumor classification, but its
practicality is highly implemented by the structure of client data. Second, local training based on perturbation must be evaluated
together with heterogeneity, as the minimal levels of performance achieved in this paper were obtained in the case of both.
Third, at system level the results indicate that the training time of clients was the biggest total round time, whereas in
representable scenarios, the role of aggregation time was negligible. The experiments are limited in that it uses only one dataset,
a lightweight CNN, five clients, and equal-weight aggregation, and tolerance of an approximate privacy indicator, but not an
actual accountant-based guarantee. Future effort must hence build this base by formalized privacy accounting, more actual

heterogeneity-conscious optimization, wider benchmarking, and repeated test on more diverse client-partition models.

Table 11 .Comparative analysis

Ref. No. | Dataset Used FL Algorithm Used Accuracy (IID) | Accuracy (Non-IID)

[6] Brain MRI datasets FedAvg variants 85.80% Not reported

2] CT + synthetic MRI FedAvg, FedProx 99.07% Not separately reported

(4] LGG-MRI FedAvg Dice 0.94 Not separate

[5] TCGA-LGG + others Fusion FL Competitive Strong

[1] Multi-modal brain scans FedAvg, FLOP, FedDis Comparable 11%

[14] MRI datasets FedAvg 98.00% Not reported

[16] Brain tumor MRI FedAvg 99.70% Not reported

Proposed ;‘;{gllil;’;l:tm"dal CT* | FedAvg / FedProx 97.29% 33;2:2 (izei:) no-noise),

Table 11 shows that although several existing federated learning methods achieved high 11D accuracy, most did not propetly
evaluate Non-IID scenarios or report robustness under heterogeneous data distributions. The proposed method, using a single
multimodal CT + MRI dataset with FedAvg/FedProx, achieves strong petformance with 97.29% IID accuracy and 93.30%
Non-IID accuracy, while still maintaining 79.26% accuracy in noisy conditions. Compared to previous studies, the proposed
framework provides more consistent, reliable, and practical performance across both IID and Non-IID environments, making

it the best overall approach for real-world medical imaging applications.
6. LIMITATIONS

This study was conducted using a single multimodal CT + MRI dataset within a controlled federated learning environment
consisting of five simulated clients. The framework focused on CNN-based binary brain tumor classification under selected
IID and Non-IID client distributions using equal-weight aggregation. Advanced federated optimization strategies, adaptive
aggregation methods, and extensive client imbalance scenarios were not fully explored. In addition, cross-dataset validation,
large-scale scalability analysis, and evaluation in real-world multi-hospital clinical environments were not included in the current
study.

7. FUTURE WORK

Future work can extend the proposed framework by evaluating larger and more diverse medical imaging datasets with increased
numbers of federated clients and realistic multi-hospital deployment settings. More advanced deep learning architectures such
as ResNet, EfficientNet, and Vision Transformers can also be investigated alongside personalized and heterogeneity-aware
federated optimization methods and adaptive aggregation strategies to improve robustness under complex Non-IID and client
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imbalance conditions. Furthermore, the framework can be expanded toward multi-class brain tumor classification,
segmentation, and broader clinical decision-support applications.

6. CONCLUSION

In this research, the controlled empirical study of federated brain tumor classification under IID and Non-IID clients
distributions, with or without DP-inspired local perturbation were evaluated. In all the tested environments, the findings
revealed an apparent and consistent trend, where the best predictive performance was obtained under the IID, no-noise, settings
and worsening performance when Non-ID partitioning was implemented, and the worst results were when local perturbation
was added. All the comparison tables, the study of the degradation, and the representative round-wise behavior, as well as the
system-level observations, validated the identical key finding that federated brain tumor classification can be practiced in the
privacy-aware context, however, the usability of the technique is highly contingent on the heterogeneity of the client data and
the perturbation during local optimization. The practical implications of these findings are that high performance in balanced
federated settings cannot be expected to directly generalize to non-homogenous institutional settings, and that privacy-aware
perturbation must be a quantifiable utility trade-off instead of an uncompromisingly neutral designed addition in such already
adversarial Non-1ID settings. In the framework of the introduced framework, the study is more of an empirical reference than
the contribution to privacy-accounting or the development of optimizers. The experiment was restricted to one dataset, a light
CNN, five clients, and combining uniformly, aggregation and a rough indicator of privacy. Subsequent research ought thus to
build on this foundation with formal privacy accounting, actual heterogeneity-conscious optimization, more extensive cross-
dataset benchmarking and cross-architecture benchmarking and re-evaluation in more varied scenarios involving clients and
distributions.
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