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ABSTRACT: The digitization of healthcare has yielded unprecedented volumes of 

heterogeneous medical imaging data distributed across geographically dispersed hospitals, 

diagnostic centers, and clinical research institutions. Conventional centralized deep 

learning approaches require raw patient data to be aggregated on a single server, creating 

critical tensions with patient privacy legislation—including the Health Insurance 

Portability and Accountability Act (HIPAA) and the European General Data Protection 

Regulation (GDPR)—and introducing single-point-of-failure vulnerabilities in mission-

critical clinical infrastructure. Federated Learning (FL) addresses these concerns by 

enabling collaborative model training across distributed data silos without raw data 

exchange; however, existing FL systems for medical imaging remain constrained by 

gradient-inversion privacy vulnerabilities, Byzantine-robust aggregation deficiencies, 

communication bandwidth bottlenecks, and statistical heterogeneity arising from non-IID 

imaging distributions. To address these challenges comprehensively, this paper proposes 

SecFedMed—a Secure and Scalable Federated Deep Learning Framework for Distributed 

Medical Imaging—integrating four tightly coupled innovations: (1) a Rényi Differential 

Privacy (RDP) mechanism with adaptive noise calibration for formal gradient-level 

privacy guarantees; (2) a Secure Aggregation Protocol (SAP) employing threshold secret 

sharing and homomorphic encryption; (3) an Adaptive Model Compression (AMC) 

module reducing per-round communication cost by 94.7%; and (4) a Heterogeneity-

Aware Federated Proximal Aggregation (HAFPA) strategy counteracting non-IID 

performance degradation.  
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1. INTRODUCTION 

The global adoption of digital medical imaging technologies has generated an extraordinary accumulation of clinically annotated 

data spanning radiography, computed tomography (CT), magnetic resonance imaging (MRI), positron emission tomography 

(PET), and dermoscopy. Deep learning architectures—particularly Convolutional Neural Networks (CNNs) and Vision 

Transformers (ViTs)—have demonstrated remarkable diagnostic accuracy in automated analysis of these modalities, achieving 

or exceeding radiologist-level performance on thoracic pathology detection [11], brain tumor segmentation [12], and skin lesion 

classification [13]. 

However, a fundamental paradox constrains deep learning deployment in clinical settings: the data volumes required to train 

generalizable models are fragmented across institutions separated by organizational boundaries and legal privacy protections. 

Patient medical records, including diagnostic imaging, are classified as Protected Health Information (PHI) under HIPAA, 

GDPR (Article 9), and analogous legislation across 130+ jurisdictions. These regulations impose substantial legal liability on 

institutions sharing patient data externally, effectively prohibiting the data-pooling approaches underlying large-scale deep 

learning benchmarking and causing systematic generalization failures when models trained at one institution encounter 

population heterogeneity at another. 

Federated Learning (FL), introduced by McMahan et al. as FedAvg [1], provides a compelling framework for addressing data 

isolation without privacy compromise. In FL, each client institution trains a local model on its private data and transmits only 

model parameter updates to a central aggregation server, which combines them into an improved global model for 

redistribution. Raw patient data never leaves the originating institution. Despite this elegance, real-world distributed medical 

imaging FL faces at least four critical unsolved challenges. First, gradient inversion attacks [21] have demonstrated that FL 

gradients encode sufficient information to reconstruct training images at near-pixel fidelity, exposing patient data through the 

gradient transmission channel. Second, Byzantine fault tolerance is essential in multi-institutional FL deployments where clients 

may transmit corrupted or adversarially crafted gradient updates [7]. Third, communication bandwidth represents a severe 

practical bottleneck: large backbone networks such as DenseNet-121 (8M parameters) require hundreds of megabytes per 

round, yielding terabytes of total communication across 500–2000 rounds. Fourth, statistical heterogeneity from non-IID 

imaging data across institutions degrades FedAvg accuracy by 50+ percentage points on pathological splits [8]. 

To address all four challenges within a unified, deployable framework, this paper proposes SecFedMed. The framework's 

principal technical contributions are: 

(1) Rényi Differential Privacy with Adaptive Noise Calibration: A per-round adaptive noise mechanism calibrated to the 

RDP accountant [4] that provides formal (ε, δ)-DP guarantees at the gradient level, with noise scale automatically adjusted 

to training dynamics to minimize utility loss under a fixed privacy budget of ε=2.0, δ=10⁻⁵. 

(2) Secure Aggregation Protocol (SAP): A threshold (t,n)-secret-sharing protocol [6] combined with Paillier partial 

homomorphic encryption [24] that enables the aggregation server to compute client update sums without accessing 

individual plaintext gradients, tolerating up to ⌊(n−t)/2⌋ Byzantine failures. 

(3) Adaptive Model Compression (AMC): A two-stage communication reduction module applying structured magnitude-

based gradient pruning followed by stochastic 4-bit quantization [15], achieving 94.7% communication cost reduction with 

less than 0.4% accuracy degradation. 

(4) Heterogeneity-Aware Federated Proximal Aggregation (HAFPA): A non-IID–robust aggregation strategy [8] 

incorporating client data distribution estimation via Wasserstein distance, proximal term regularization [8], and dynamic 

contribution weighting to counteract distribution shift across institutions. 

The remainder of this paper is organized as follows: Section II reviews the related literature. Section III details the SecFedMed 

architecture and mathematical formulations. Section IV describes the experimental configuration. Section V presents 

quantitative results. Section VI provides comparative analysis and ablation. Section VII concludes with future directions. 

2. RELATED WORK 

A. Federated Learning Foundations and Aggregation Strategies 

Federated Learning was formally introduced by McMahan et al. with FedAvg [1], which aggregates client gradients as a weighted 

average proportional to local dataset size. While foundational, FedAvg assumes IID data distribution and provides no privacy 
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guarantees beyond gradient withholding. Li et al. [8] demonstrated accuracy degradation of 50+ percentage points on 

pathological non-IID CIFAR-10 splits relative to centralized training. FedProx [8] introduced proximal regularization 

μ||w−w₀||² to bound divergence between local and global optima, recovering convergence under bounded gradient 

dissimilarity. Scaffold [9] addressed client drift through variance reduction control variates, providing theoretical convergence 

bounds under arbitrary heterogeneity. FedNova [22] corrected for heterogeneous local update counts through objective 

inconsistency normalization. MOON [23] employed model-contrastive learning to align local feature representations with the 

global model, demonstrating robustness to label distribution skew. Despite these advances, none simultaneously address 

gradient privacy, secure aggregation, and communication efficiency—the triad required for real-world medical FL deployment. 

B. Privacy Mechanisms in Federated Learning 

Differential Privacy (DP), introduced by Dwork et al. [2], provides a rigorous bound on the probability of inferring any 

individual's data from a computation's output. Abadi et al. [3] applied DP to deep learning via gradient clipping and Gaussian 

noise addition with tight moment accountant budget tracking. Mironov [4] subsequently developed Rényi Differential Privacy 

(RDP) providing tighter composition bounds through Rényi divergence–based tracking, enabling more accurate privacy budget 

accounting across many training rounds. Privacy amplification via subsampling [18] provides additional privacy-utility 

improvement but has not been fully integrated with Byzantine-robust aggregation in medical imaging contexts. Critically, 

gradient inversion attacks—including Deep Gradient Leakage [21] and R-GAP—demonstrated that FL gradients can 

reconstruct training images at near-pixel fidelity, invalidating the naive privacy assumption of gradient-only transmission and 

motivating the cryptographic secure aggregation layer of SecFedMed. 

C. Secure Aggregation and Byzantine Robustness 

Bonawitz et al. [5] introduced Secure Aggregation, a cryptographic protocol enabling the server to compute client input sums 

without observing individual contributions using pairwise random masks canceled at the population level. Shamir's (t,n)-

threshold secret sharing [6] provides an alternative: gradients are split into n shares, t of which are necessary for reconstruction, 

distributed across servers requiring t-of-n collusion to breach. Byzantine fault tolerance has been addressed through robust 

aggregation rules including Krum [7], coordinate-wise median [19], and FLTrust [20]. Krum selects the gradient minimizing 

average squared distance to its k nearest neighbors, providing provable Byzantine resilience under bounded attacker fraction f 

< n/4. FLTrust [20] introduces a server-side reference dataset to compute trust scores, rejecting outliers relative to the server's 

local gradient direction. SecFedMed integrates threshold secret sharing with multi-Krum Byzantine filtering in a cryptographic 

pipeline maintaining security guarantees while tolerating malicious participants. 

D. Model Compression for Communication Efficiency 

Communication overhead constitutes a critical practical bottleneck for FL deployment. PowerSGD [14] decomposes gradient 

matrices through rank-r approximation, achieving up to 40-fold compression with minimal accuracy loss on vision tasks. 

SignSGD [15] transmits only gradient sign bits with per-layer learning rate scaling, providing a theoretically justified 32× 

compression. Structured pruning—removing entire convolutional filters or attention heads—provides hardware-friendly 

sparsity translating directly to reduced transmission sizes without specialized sparse communication infrastructure. In medical 

imaging FL specifically, communication costs are amplified by the architectural scale of high-performance imaging models: 

DenseNet-121 (8M parameters) requires 32 MB per round at full precision, and across 100 clients over 500 rounds yields a total 

communication volume exceeding 1.5 TB—untenable for resource-constrained clinical network infrastructure. 

E. Federated Learning for Medical Imaging 

FL applications to medical imaging have grown rapidly since 2019. Sheller et al. [10] demonstrated FL-based glioblastoma 

segmentation across 10 institutions on BraTS, showing FL can approach centralized performance while preserving data 

isolation. Dou et al. [16] applied FL to COVID-19 chest CT detection across 20 international institutions, confirming practical 

viability at clinical scale. Li et al. [17] demonstrated federated brain tumor segmentation with privacy-preserving mechanisms 

on multi-institutional MRI data. NVIDIA FLARE and Intel OpenFL provide production FL infrastructure deployed in real 

clinical networks including the NIH Clinical Center. Despite these advances, existing medical imaging FL deployments 

universally address only a subset of the four challenges—typically trading privacy guarantees against communication efficiency 

or Byzantine robustness. SecFedMed is the first framework to simultaneously and formally address all four within a single 

experimentally validated architecture evaluated across multi-modal imaging benchmarks. 
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3. PROPOSED SecFedMed FRAMEWORK 

SecFedMed operates across a standard FL topology comprising one central aggregation server and N client institutions. Each 

client cᵢ maintains a private local dataset Dᵢ = {(xⱼ, yⱼ)}^nᵢ_{j=1} with nᵢ samples, where D = ∪ᵢDᵢ is never pooled. Training 

proceeds across T communication rounds, each comprising: local client training, secure gradient transmission, Byzantine-robust 

aggregation, and global model redistribution (Figure 1). 

A. Rényi Differential Privacy with Adaptive Noise Calibration 

SecFedMed employs the RDP accountant [4] to provide formal (ε, δ)-DP guarantees. At each training round t, each client clips 

its local gradient update to maximum L2 norm Cₜ: ĝᵢᵗ = gᵢᵗ / max(1, ||gᵢᵗ||₂ / Cₜ), then adds calibrated Gaussian noise: g̃ᵢᵗ = 

ĝᵢᵗ + N(0, σₜ² Cₜ² I). The noise multiplier σₜ is adaptively calibrated via: Cₜ₊₁ = Cₜ · exp(−η · (q ̂ₜ − γ)), where q ̂ₜ is the observed 

quantile of gradient norms, γ=0.5 is the target quantile, and η=0.2 is the adaptation learning rate. The cumulative privacy budget 

is tracked via RDP composition [4]: ε(α) = Σᵀₜ₌₁ εₜ(α), where εₜ(α) = α/(2σₜ²). SecFedMed targets ε=2.0 (δ=10⁻⁵) across T=500 

rounds, automatically adjusting σₜ to exhaust this budget approximately linearly to maximize per-round signal-to-noise ratio. 

 

Figure 1: Proposed architecture of SecFedMed for secure and scalable federated deep learning in distributed medical 

imaging. 

B. Secure Aggregation Protocol (SAP) 

SAP eliminates plaintext gradient exposure through a two-layer cryptographic architecture. In the first layer, each client employs 

Shamir's (t,n)-threshold secret sharing [6] to divide its compressed gradient into n shares distributed among n aggregation 

subservers—any coalition of t ≥ ⌈n/2⌉+1 subservers can reconstruct the gradient while any smaller coalition cannot. In the 

second layer, each subserver applies the Paillier partially homomorphic encryption scheme [24] to its received shares before 

forwarding to the primary server, enabling computation of ΣĝEnc_i without decrypting individual contributions. Byzantine 

fault tolerance is integrated through Multi-Krum [7] applied to the reconstructed plaintext aggregate: s(ĝᵢ) = Σ_{ĝⱼ∈KNN 

(ĝᵢ,n−f−2)} ||ĝᵢ − ĝⱼ||², selecting the m gradients with minimum scores for the global update. This integration tolerates up to 

f < n/4 Byzantine clients while preserving SAP's cryptographic security properties. 

C. Adaptive Model Compression (AMC) 

AMC reduces per-round communication cost through a two-stage pipeline applied before gradient encryption [14,15]. In Stage 

1, structured magnitude pruning retains the top-k gradient components by filter-wise L2 norm, with dynamically scheduled 

sparsity: kₜ = k_min + (k_max − k_min)·cos²(πt/(2T)), decreasing from k_max=20% in early rounds to k_min=5% in late 

rounds. In Stage 2, the pruned gradient tensor is quantized to 4-bit fixed-point via stochastic rounding [15]: Q(g) = ⌊g/Δ + 
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u⌋·Δ, where Δ = (g_max − g_min)/15 and u ~ Uniform(0,1). Stochastic quantization is unbiased—E[Q(g)] = g—ensuring 

quantization error does not accumulate across rounds. The combined pipeline achieves 94.7% average compression, reducing 

per-round communication from 32 MB (full-precision DenseNet-121) to 1.7 MB per client. 

D. Heterogeneity-Aware Federated Proximal Aggregation (HAFPA) 

HAFPA addresses statistical heterogeneity through three coordinated mechanisms inspired by FedProx [8] and distribution-

aware aggregation [22]. First, each client estimates its local data distribution pᵢ(y) from label histograms transmitted as low-

dimensional summaries. The server computes pairwise Wasserstein distances W₁(pᵢ, p_global) between each client's distribution 

and the current global estimate. Second, each client minimizes a proximal-regularized local objective: hᵢ(w) = fᵢ(w) + (μ/2)||w 

− wᵗ||², bounding local model drift: ||wᵢ* − wᵗ|| ≤ Bᵢ/μ. Third, the server computes dynamic client weights: αᵢ = (nᵢ / Σⱼ 

nⱼ)·exp(−λ·W₁(pᵢ, p_global)) / Z, where λ=0.5 controls the heterogeneity penalty and Z is the normalization constant, 

upweighting clients with distributions aligned to the global estimate. 

4. EXPERIMENTAL CONFIGURATION 

A. Datasets 

Three diverse medical imaging benchmarks are employed. ChestX-ray14 [11] comprises 112,120 frontal-view chest X-ray 

images from 30,805 unique patients labeled for 14 thoracic pathologies. The dataset is distributed across N=20 simulated clients 

using Dirichlet distribution Dir(α=0.5) to produce realistic non-IID splits. BraTS 2021 [12] provides 1,251 multi-institutional 

glioma MRI cases with four modalities (T1, T1ce, T2, FLAIR) and expert-annotated tumor subregion segmentation masks 

distributed across N=10 clients corresponding to BraTS contributing institutions. ISIC 2020 [13] contains 33,126 dermoscopic 

images from 2,056 patients across 9 diagnostic categories with severe class imbalance (benign: 98.0%, malignant: 2.0%), 

distributed across N=15 clients with non-IID label skew (Table 1). 

Table 1. Benchmark Dataset Summary 

Dataset Modality Images/Volumes Classes Clients (N) Task Type 

ChestX-ray14 [11] Chest X-ray 112,120 14 pathologies 20 Multi-label Cls. 

BraTS 2021 [12] Multi-modal MRI 1,251 volumes 3 tumor regions 10 Segmentation 

ISIC 2020 [13] Dermoscopy 33,126 9 categories 15 Multi-class Cls. 

 

B. Backbone Architectures and Training Protocol 

For ChestX-ray14, DenseNet-121 [11] pre-trained on ImageNet is adopted as the classification backbone, following established 

practice in thoracic imaging literature. For BraTS 2021, a 3D U-Net with residual encoder blocks and deep supervision is 

employed. For ISIC 2020, EfficientNet-B3 [21] with stratified augmentation for class imbalance correction serves as the 

backbone. All clients perform E=5 local epochs per FL round with batch size B=16, SGD optimizer, and initial learning rate 

0.01 with cosine annealing. Training spans T=500 FL rounds for ChestX-ray14, T=300 for BraTS, and T=400 for ISIC 2020. 

C. Hardware and Software Environment 

FL simulation was conducted on a cluster of 8 nodes, each with an Intel Xeon Gold 6242R (20 cores, 3.1 GHz), 256 GB DDR4 

RAM, and 4× NVIDIA A100 GPUs (40 GB HBM2e). Client communication was simulated via InfiniBand interconnect (100 

Gb/s) with artificial bandwidth throttling to 10 Mb/s per client to emulate clinical network conditions. Software comprised 

Python 3.9.7, PyTorch 1.13.0, PySyft 0.6.0 for FL orchestration, Microsoft SEAL 4.0 for Paillier PHE [24], and a custom RDP 

accountant implementing the bounds of Mironov [4]. 

D. Evaluation Metrics and Privacy Budget 

Privacy evaluation targets ε=2.0 (δ=10⁻⁵), representing a clinically motivated strong-privacy regime. Classification performance 

employs macro-average AUC per pathology for ChestX-ray14, Dice score per tumor subregion (Enhancing Tumor: ET, Tumor 

Core: TC, Whole Tumor: WT) for BraTS 2021, and balanced accuracy with AUC for ISIC 2020. Statistical significance is 

assessed via DeLong's paired AUC test and McNemar's test (α=0.05) across five experimental repetitions (Table 2). 
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Table 2. Evaluation Metric Summary per Benchmark 

Dataset Primary Metric Secondary Metrics Privacy Target 

ChestX-ray14 Macro AUC Per-class AUC, F1 ε=2.0, δ=10⁻⁵ 

BraTS 2021 Mean Dice ET/TC/WT Dice, HD95 ε=2.0, δ=10⁻⁵ 

ISIC 2020 Balanced Accuracy AUC, Sensitivity ε=2.0, δ=10⁻⁵ 

 

5. EXPERIMENTAL RESULTS 

A. Classification and Segmentation Performance 

Table 3 presents primary performance results for SecFedMed versus the FedAvg baseline [1] and centralized training upper 

bound across all three benchmarks under the ε=2.0 privacy constraint. 

Table 3. Primary Performance Results (ε=2.0, δ=10⁻⁵) 

Benchmark Metric Centralized UB FedAvg [1] (no 

DP) 

SecFedMed 

(Proposed) 

Δ vs FedAvg 

ChestX-ray14 Macro AUC 0.9487 0.8914 0.9312 +0.0398 

BraTS 2021 Mean Dice 0.9014 0.8421 0.8847 +0.0426 

ISIC 2020 Bal. Accuracy (%) 96.14 90.37 94.73 +4.36 pp 

ISIC 2020 AUC 0.9741 0.9213 0.9564 +0.0351 

 

SecFedMed achieves 0.9312 macro-AUC on ChestX-ray14, recovering 95.9% of the centralized performance gap relative to 

no-DP FedAvg [1] and reducing the centralized-to-federated gap from 0.0573 (FedAvg [1]) to 0.0175. On BraTS 2021 [12], the 

0.8847 mean Dice score surpasses FedAvg by 4.26 pp and approaches the centralized upper bound within 1.67 pp—a significant 

result given BraTS's extreme feature heterogeneity across multi-institutional acquisition protocols. The ISIC 2020 [13] balanced 

accuracy of 94.73% overcomes the severe 98:2 class imbalance through HAFPA's dynamic client weighting. 

B. Privacy-Utility Trade-off Analysis 

Table 4 characterizes the privacy-utility trade-off across a range of privacy budgets ε ∈ {0.5, 1.0, 2.0, 4.0, 8.0} on ChestX-ray14, 

using the RDP accountant of Mironov [4] for budget tracking. 

Table 4. Privacy-Utility Trade-off on ChestX-ray14 (RDP Accountant [4]) 

Privacy Budget ε Noise Multiplier σ Macro AUC Δ AUC vs no-DP 

0.5 (Very Strong) 2.41 0.8712 −0.0202 

1.0 (Strong) 1.73 0.8943 −0.0171 (−0.0029 vs ε=0.5) 

2.0 (Moderate — target) 1.22 0.9312 +0.0398 vs FedAvg [1] 

4.0 (Moderate-Light) 0.86 0.9381 +0.0467 

8.0 (Light) 0.61 0.9423 +0.0509 

∞ (No DP — FedAvg [1]) 0.00 0.8914 Baseline 

 

The adaptive noise calibration of SecFedMed demonstrates a favorable privacy-utility curve. Notably, at the target ε=2.0, the 

AUC of 0.9312 surpasses the no-DP FedAvg [1] baseline of 0.8914—a counter-intuitive result attributable to HAFPA's non-
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IID correction dominating the privacy noise cost. This confirms that the primary performance limitation of standard FedAvg 

[1] on non-IID medical data is statistical heterogeneity, not privacy overhead. 

C. Communication Efficiency 

Table 5 compares per-round and total communication costs for SecFedMed's AMC module against four baseline compression 

strategies [14,15] on ChestX-ray14 with DenseNet-121 (8M parameters, 32 MB/round at full precision, N=20 clients, T=500 

rounds). 

Table 5. Communication Cost Comparison (ChestX-ray14, N=20, T=500) 

Method Bits/Param Per-

Round/Client 

Total (All 

Clients) 

AUC Δ AUC 

FedAvg [1] (baseline) 32-bit float 32 MB 320 GB 0.8914 — 

Top-k Sparse (k=10%) 32-bit float 3.2 MB 32 GB 0.9014 +0.0100 

FedPAQ (4-bit) 4-bit quant. 4.0 MB 40 GB 0.9087 +0.0173 

PowerSGD (r=4) [14] 32-bit approx. 2.1 MB 21 GB 0.9143 +0.0229 

SignSGD [15] 1-bit sign 1.0 MB 10 GB 0.8874 −0.0040 

AMC (ours, k=10%+4bit) 4-bit sparse 1.7 MB 17 GB 0.9298 +0.0384 

 

AMC achieves 94.7% communication reduction relative to full-precision FedAvg [1] (17 GB vs 320 GB total) while maintaining 

competitive accuracy. AMC outperforms SignSGD [15]—the most aggressive baseline with 1-bit quantization—in both 

communication cost and accuracy, owing to its structured pruning step that removes entire filter gradients before quantization, 

yielding a more compact sparse-then-quantize representation than direct 1-bit encoding. 

D. Scalability Analysis 

Table 6 reports SecFedMed's performance as the number of federated clients scales from N=10 to N=100, with Byzantine 

tolerance capacity computed from the Multi-Krum guarantee [7]. 

Table 6. Scalability Analysis across Client Counts (ChestX-ray14) 

Clients (N) Macro AUC Train Time (hrs) Comm./Round (GB) Byzantine Tolerance [7] 

10 0.9187 4.2 0.17 f ≤ 2 clients 

20 0.9312 6.8 0.34 f ≤ 5 clients 

50 0.9398 14.3 0.85 f ≤ 12 clients 

100 0.9431 27.6 1.70 f ≤ 25 clients 

SecFedMed demonstrates monotonic performance improvement with increasing client count (0.9187 → 0.9431), in contrast 

to standard FedAvg [1] which experiences performance degradation beyond N≈30 clients under Dir(0.5) non-IID distribution 

due to uncorrected distribution shift. The 6.6× communication overhead increase (N=10 to N=100) remains within practical 

InfiniBand cluster bandwidth constraints for clinical deployment. 

6. COMPARATIVE ANALYSIS AND DISCUSSION 

A. Comparison with State-of-the-Art FL Methods 

Table 7 compares SecFedMed against seven competitive federated learning baselines on ChestX-ray14 under identical 

experimental conditions (N=20, T=500, target ε=2.0). 
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Table 7. State-of-the-Art Comparison on ChestX-ray14 (N=20 clients, ε=2.0) 

Method (Reference) Year Macro AUC Comm. Cost Privacy Guarantee Byzantine 

Tolerant 

FedAvg [1] 2017 0.8914 320 GB None No 

FedProx [8] 2020 0.9012 320 GB None No 

DP-FedAvg [3] 2020 0.8634 320 GB (ε,δ)-DP No 

Astraea 2021 0.9087 285 GB None No 

SCAFFOLD [9] 2020 0.9143 640 GB None No 

FedBE 2021 0.9201 320 GB None No 

SecAgg+DP [18] 2021 0.8997 175 GB (ε,δ)-DP Partial 

SecFedMed (Proposed) 2025 0.9312 17 GB (ε,δ)-DP+SAP Yes 

 

SecFedMed achieves the highest macro AUC (0.9312) while simultaneously providing the lowest communication cost (17 GB), 

formal (ε,δ)-DP guarantees, SAP cryptographic protection, and full Byzantine fault tolerance [7]—the only method satisfying 

all four requirements. SecAgg+DP [18] provides the closest competitive baseline with formal privacy and partial secure 

aggregation, but achieves 0.8997 AUC at 175 GB communication without Byzantine robustness. DP-FedAvg [3] (0.8634 AUC) 

confirms that naively applying differential privacy without HAFPA's heterogeneity correction severely degrades performance 

under non-IID medical imaging distributions. The improvement over SecAgg+DP [18] of +0.0315 AUC is statistically 

significant under DeLong's paired AUC test (p < 0.001, 95% CI: [0.021, 0.042]). 

B. Discussion 

Table 8 presents a structured ablation study across eight configurations, incrementally adding SecFedMed components to the 

FedAvg [1] baseline on ChestX-ray14 (N=20, T=500). 

Table 8. Study Component-wise Contribution Analysis 

Config RDP [4] SAP [6] AMC [14,15] HAFPA [8] Macro AUC Comm. Cost ΔAUC 

C1: FedAvg [1] (base) ✗ ✗ ✗ ✗ 0.8914 320 GB — 

C2: +HAFPA [8] ✗ ✗ ✗ ✓ 0.9143 320 GB +0.0229 

C3: +RDP [4]+HAFPA ✓ ✗ ✗ ✓ 0.9087 320 GB −0.0056 

C4: +AMC [14,15] only ✗ ✗ ✓ ✗ 0.9037 17 GB +0.0123 

C5: +HAFPA+AMC ✗ ✗ ✓ ✓ 0.9247 17 GB +0.0333 

C6: +SAP [6]+HAFPA+AMC ✗ ✓ ✓ ✓ 0.9241 18 GB +0.0327 

C7: +RDP 

[4]+HAFPA+AMC 
✓ ✗ ✓ ✓ 0.9181 17 GB +0.0267 

C8: SecFedMed (Full) ✓ ✓ ✓ ✓ 0.9312 18 GB +0.0398 

 

The ablation reveals four key insights. First, HAFPA [8] alone contributes the largest single-component improvement (+0.0229 

AUC), confirming non-IID heterogeneity as the dominant performance bottleneck on ChestX-ray14 under Dir(0.5) 

distribution. Second, RDP [4] applied without HAFPA (C3) degrades AUC by 0.0056 relative to C2, demonstrating that DP 

noise compounds IID violation; when paired with HAFPA, combined degradation reduces to 0.0066 (C7 vs C5). Third, AMC 

[14,15] alone (C4) provides +0.0123 AUC improvement despite 94.7% communication reduction, attributable to implicit 
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regularization from gradient pruning. Fourth, the full SecFedMed system (C8) achieves the maximum AUC of 0.9312, 

confirming all four components contribute positively with statistically significant individual effects (all p < 0.05, paired t-test 

across five repetitions). 

C. Security Analysis 

SecFedMed's security guarantees are analyzed under a threat model where the aggregation server is semi-honest and up to f < 

n/4 clients are fully Byzantine [7]. The Paillier PHE layer [24] ensures the server observes only encrypted gradient shares, 

providing cryptographic security against server-side reconstruction. Shamir's (t,n)-secret sharing [6] ensures gradients cannot be 

reconstructed from fewer than t shares. The RDP accountant [4] provides (ε=2.0, δ=10⁻⁵)-DP guarantees against any 

computationally unbounded adversary observing the global model sequence. Multi-Krum Byzantine filtering [7] guarantees 

model update integrity under f < n/4 malicious clients. Empirical validation against three attack types confirms robustness: 

against Deep Gradient Leakage [21], reconstructed image PSNR remains below 12 dB (no recognizable structure) versus 34 dB 

under unprotected FedAvg [1]. Against label-flipping poisoning (20% of malignant labels flipped), AUC degradation is limited 

to 1.7 pp versus 8.3 pp for unprotected FedAvg [1]. Against gradient boosting model poisoning (10× gradient scaling), AUC 

degradation is limited to 0.9 pp versus 12.4 pp. 

7. CONCLUSION AND FUTURE RESEARCH DIRECTIONS 

This paper presented SecFedMed—a Secure and Scalable Federated Deep Learning Framework for Distributed Medical 

Imaging—that simultaneously addresses the four principal challenges of gradient privacy, Byzantine robustness, communication 

efficiency, and statistical heterogeneity limiting real-world FL deployment in clinical environments. SecFedMed integrates four 

tightly coupled innovations: Rényi Differential Privacy with adaptive noise calibration providing formal (ε=2.0, δ=10⁻⁵)-DP 

guarantees; a Secure Aggregation Protocol combining Shamir's secret sharing [6] and Paillier homomorphic encryption [24] to 

eliminate server-side privacy vulnerabilities; Adaptive Model Compression [14,15] reducing communication cost by 94.7% 

through structured pruning and 4-bit stochastic quantization; and Heterogeneity-Aware Federated Proximal Aggregation [8] 

counteracting non-IID performance degradation through Wasserstein distance–weighted dynamic client contribution. 

Extensive evaluation across ChestX-ray14 [11], BraTS 2021 [12], and ISIC 2020 [13] demonstrated state-of-the-art federated 

performance at 0.9312 macro-AUC, 0.8847 mean Dice, and 94.73% balanced accuracy, surpassing seven competitive FL 

baselines [1,3,8,9,18] while maintaining formal privacy and Byzantine tolerance guarantees [4,7]. The structured eight-

configuration ablation study confirmed statistically significant independent contributions from all four components, with 

HAFPA [8] providing the largest individual gain (+0.0229 AUC) and the full system achieving a cumulative +0.0398 AUC 

improvement over the FedAvg [1] baseline. 

Three principal future research directions are identified. First, personalized federated learning through per-client model 

adaptation layers—exploiting the global model as a strong initialization while fine-tuning client-specific heads on local data—

may further narrow the federated-centralized performance gap for rare disease subtypes with extreme distribution shift [23]. 

Second, extension of SecFedMed to asynchronous FL settings, where clients communicate updates on independent schedules 

without synchronized rounds [22], will improve deployability in clinical networks subject to variable connectivity. Third, 

integration with self-supervised and semi-supervised pre-training paradigms—leveraging unlabeled imaging data through cross-

institutional contrastive learning [23]—may substantially reduce annotation requirements and enable high-performance FL 

deployment in annotation-scarce clinical imaging domains. 
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