Natural Resources for
Human Health %

eISSN: 2583-1194

Original Research

Received 15 July 2026
Revised 18 Aug 2026
Accepted 01 Sep 2026

Natural Resources for Human
Health 2026, Vol. 6 (19s): 256283

KEYWORDS:

intelligent computing; intrusion
detection; Internet of Things;
federated learning; cloud—edge
computing; credit scoring;
explainable Al; algorithmic
fairness; volatility forecasting;
value-at-risk; digital transformation

Artificial Intelligence Driven Intelligent
Computing: Integrating Cybersecurity, loT,
Cloud Computing, Financial Analytics, and
Credit Risk Assessment for Digital
Transformation

"Tariq Saeed Mian, *Abdelrahman Elsharif Karrar, “Rashiq
Rafiq Matie, “Dr. Muhammad Farrukh, °Omar Almomani,
6Syed Adil Abbas Rizvi

Department of IS, College of CS & Engineering, Taibah University, Madinah
Almunwarah, Saudi Arabia, tmian@taibahu.edu.sa

ORCID: 0000-0003-2666-9223

2College of Computer Science and Engineering

Taibah University, Medina, Saudi Arabia

ORCID: 0000-0003-1683-7668, akarrar@taibahu.edu.sa

3College of Computer Science and Engineering Taibah University, Madinah, Saudi
Arabia

rmarie@taibahu.edu.sa

ORCID: 0009-0000-2682-8568

4School of Creative Arts, The University of Lahore.
muhammad.farrukh@soca.uol.edu.pk

SDepartment of Networks and Cybersecurity, Hourani Center for Applied Scientific
Research, Al-Ahliyya Amman University, Amman, Jordan.
orcid.org/0000-0003-3160-6542 o.almomani@ammanu.edu.jo

Senior Manager Business Process Analyst - I'T Projects Mohammed Ali Jinnah
University

Email: aabbas.5522@gmail.com

ABSTRACT: Background: Digital transformation couples cybersecurity, Intetnet of
Things (IoT) and cloud infrastructure with data-driven financial decision-making, yet
artificial intelligence (Al) in these domains is usually evaluated in isolation and under

optimistic conditions.

Objective: To test, under one statistically controlled protocol, where AI adds
measurable value across security, cloud—edge computing, credit risk and financial

analytics.

Methods: We propose a four-layer Intelligent Computing for Digital Transformation
(ICDT) framework and instantiate it on five public data sources. Eight intrusion
detectors were trained on NSL-KDD and tested on its official shifted split; federated
learning (FedAvg, FedProx) was simulated across ten IID or label-skewed clients; seven
credit models were compared on two datasets with 30-fold repeated cross-validation;
and machine-learning (ML) forecasts of the VIX and S&P 500 value-at-risk were
benchmarked against HAR and GARCH-t models. Inference used bootstrap confidence
intervals (Cls), McNemar, corrected resampled t, Friedman, Diebold—Mariano and
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Kupiec/Christoffersen tests, with calibration, SHAP explanations and age-group
fairness.

Results: Intrusion detectors scoring F1 of 0.97-0.999 in cross-validation fell to 0.74—
0.83 on the shifted test; novel attacks were detected 38 percentage points (pp) less often
than known ones; tree ensembles kept the best ranking (XGBoost AUC 0.964) but a
multilayer perceptron gave the best F1 (0.834, 95% CI [0.829, 0.839]). Federated training
came within 3.5 pp of centralised F1 under label skew and far exceeded isolated clients.
Stacking improved credit AUC over logistic regression by only 0.017 (95% CI [0.005,
0.028]) and 0.018 (]0.009, 0.027]), without reducing expected misclassification cost, and
was the worst-calibrated model on one dataset; all models approved creditworthy young
applicants 7-14 pp less often. HAR beat random forest and LightGBM for VIX
forecasting (Diebold—Mariano p < 0.001), and only GARCH-t passed all 5% VaR
backtests.

Conclusions: The benefit of Al complexity is domain-dependent: large for stationary
high-dimensional classification, small for credit scoring, and absent for persistent
financial time seties. A shared assurance layer for shift-aware validation, calibration,
explainability and fairness is essential for trustworthy digital transformation

1. INTRODUCTION

Digital transformation has moved from the adoption of isolated information technologies to the re-engineering of entire
value chains around data, connectivity and automated decision-making [1]. In financial services this transition is particularly
consequential: lending, payments, trading and risk management are now delivered through cloud-hosted platforms, fed by
streams of device and transaction data, and increasingly governed by machine-learning (ML) models [2,3]. Firms that develop
an organisational capability for artificial intelligence (AI) report gains in creativity and performance [4], and Al-enabled
finance has been argued to widen access to credit for previously excluded populations [5,6]. The same transformation,
however, enlarges the attack surface. Internet of Things (IoT) endpoints, edge gateways and multi-tenant cloud services create
new routes for intrusion, and cyber incidents at financial institutions can propagate through payment and liquidity networks
[7,8]. Security, computing infrastructure and financial decision-making are therefore no longer separable engineering

problems; they are coupled components of one socio-technical system.

Research on these components has nonetheless developed in parallel silos. The intrusion-detection literature has produced a
large number of ML and deep-learning detectors, usually evaluated on public network-traffic benchmarks [9—11]. Edge and
cloud computing research focuses on where models should run and how they should be trained across distributed devices
[12,13], with federated learning (FL) proposed as the privacy-preserving default for IoT security [14,15]. Credit-risk research
benchmarks classifiers on lending data and increasingly asks whether complex models are transparent, calibrated and fair [16—
19]. Financial-forecasting research, in turn, debates whether flexible MLL improves on parsimonious econometric baselines
[20,21]. Because each strand uses its own datasets, metrics and validation conventions, it is difficult to answer a question that
matters to an organisation pursuing digital transformation: across the security, computing and financial functions it must modernise, where

does Al add measurable value, how large is that value, and under what conditions does it disappear?

Three methodological weaknesses make the question harder. First, many published evaluations are optimistic because training
and test data are drawn from the same distribution, a pitfall that has been documented systematically for security ML [22,23].
Network-intrusion detectors that score near-perfect accuracy under random cross-validation can fail when attack behaviour
changes [24,25]. Second, model comparisons are frequently reported as point estimates without the variance estimates,
confidence intervals and multiple-comparison controls needed to separate genuine improvements from resampling noise
[26,27]. Third, discrimination metrics such as accuracy or the area under the ROC curve (AUC) are often treated as sufficient,
although deployed credit and risk models must also be well calibrated, explainable and non-discriminatory, obligations that
are now codified in regulation; the European Union Artificial Intelligence Act classifies Al systems used to evaluate the
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creditworthiness of natural persons as high-risk [28], and the U.S. NIST AI Risk Management Framework sets out
governance expectations for trustworthy Al [29].

This study responds with an integrated, reproducible evaluation of Al across the four functions named in the title. We
propose an Intelligent Computing for Digital Transformation 1CDT) framework that organises the functions into four interacting
layers (edge/IoT security analytics; cloud—edge distributed learning; financial intelligence for credit and market risk; and a
cross-cutting assurance layer for statistics, calibration, explainability and fairness), and we test it empirically on five public data
sources under a common protocol. Rather than proposing yet another architecture tuned to a single benchmartk, the study
asks whether the complexity premium (the gain from moving from a transparent baseline to a more flexible Al model) is

consistent across domains once evaluation is made rigorous.

Four pre-specified hypotheses guided the analysis:

e HI1 (cybersecurity/IoT). Tree-ensemble detectors outperform linear baselines for network intrusion detection, but
their performance falls significantly when evaluated on a test distribution containing attack types unseen in training.

e H2 (cloud—edge computing). Federated training approaches centralised performance when client data are independent
and identically distributed (IID), whereas label-skewed (non-1ID) clients slow convergence and reduce accuracy; a proximal
correction (FedProx) partly mitigates this.

e  H3 (credit risk). Ensemble learners improve discrimination over logistic regression, but the improvement is modest and
dataset-dependent, and gains in AUC do not automatically translate into better calibration or fairness.

e H4 (financial analytics). For volatility forecasting and market-risk measurement, nonlinear ML does not reliably
outperform parsimonious econometric benchmarks (HAR for implied volatility; GARCH with Student-7 innovations for

value-at-risk).

The contributions are fourfold. (i) We provide a single, statistically controlled benchmark that spans intrusion detection,
federated cloud—edge training, credit scoring and market-risk analytics, using only public data so that every result can be
reproduced. (i) We quantify, with confidence intervals and effect sizes, how much of the apparent performance of Al
detectors survives a distribution shift, and how much latency and memory each detector costs at the edge. (iii) We show that
in credit scoring the ranking of models depends on whether one looks at discrimination, calibration, expected
misclassification cost ot group fairness. (iv) We document a domain-dependent "simplicity frontiet": in financial time seties
the parsimonious econometric baselines were not beaten, whereas in high-dimensional tabular classification the ensembles

were. Throughout, we separate what the experiments demonstrate from mechanisms that remain hypotheses.
1.1 Related work and research gap

Al for ¢ybersecurity in 10T and clond environments. Surveys converge on the view that supervised ML, especially tree ensembles and
deep networks, achieves high detection rates on benchmark traffic [9,10,30]. IoT-specific reviews stress resource constraints,
heterogeneous protocols and the scarcity of realistic datasets [11], motivating new testbeds such as TON_IoT and Edge-
IToTset [31,32]. Critical work has shown that benchmark results often fail to generalise: Arp et al. identified recurring pitfalls
including sampling bias and data snooping [22], Sarhan et al. showed that detectors transfer pootly across datasets with
different feature sets [25], and Andresini et al. demonstrated performance decay under concept drift [24]. Explainability has

become a requirement for security operations centres [33].

Clond—edge intelligence and federated learning. Edge intelligence moves inference, and sometimes training, close to data sources to
reduce latency, bandwidth and privacy exposure [12,13]. FL trains a shared model by averaging locally computed updates [34];
its main obstacles are statistical heterogeneity across clients, communication cost and system heterogeneity [35,36]. FedProx
adds a proximal term that limits client drift under heterogeneous data [37]. In IoT intrusion detection, FL has been compared
with centralised and on-device learning [14] and reviewed against practical deployment requirements [15]. Operationalising
such pipelines in production relies on MLOps practices for versioning, monitoring and retraining [38], and on zero-trust
architectures that authenticate every request rather than trusting the network perimeter [39].

Al for credit risk. Large benchmarks found that heterogeneous ensembles generally outperform logistic regression [40], but
later work qualifies this. Deep learning offered no consistent advantage over gradient boosting for credit scoring [16]; logistic
regression augmented with tree-derived non-linear effects can close much of the gap while preserving interpretability [17]; and
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broader evidence on tabular data favours tree ensembles over deep networks [41,42]. Explainability methods such as Shapley-
value attributions are now applied to credit models [43,44], and audits of transparency and fairness are argued to be
preconditions for deployment [18,19,45]. Evidence from mortgage markets shows that more accurate ML can redistribute

credit unevenly across groups [46].

Al for financial analytics. ML has improved the measurement of equity risk premia [20], yet in volatility forecasting the
heterogeneous autoregressive (HAR) model [47] remains a demanding benchmark: recent large-scale studies find that a well-
specified HAR is hard to beat with tuned ML [21], including for the VIX index [48]. For market risk, ML-based quantile
models have been proposed for value-at-risk (VaR) estimation [49], and are formally evaluated with unconditional and

conditional coverage tests [50,51].

Table 1 summarises how these strands are typically evaluated and what the present study adds. The gap is not a lack of
models but a lack of comparable, uncertainty-quantified evidence across domains that a digital-transformation programme must manage

jointly.

Table 1. Representative recent studies by domain, their typical evaluation practice, and the gap addressed in this study.

R tati
Domain P reser.l atve Typical evaluation practice Limitation addressed here
studies
. Accuracy/F1 on a single Official shifted test split; novel-
Cybersecurity / .
IoT [9-11,32] benchmark, often random attack analysis; bootstrap Cls;
o
splits McNemar tests
11D vs. Dirichlet -IID; FedA
Cloud—edge / Convergence under selected VS e ,non A
[14,15,36,37] i vs. FedProx; partial participation; 5
FL partitions, few seeds oo
seeds; communication cost
AUC on hold-out or k-fold, Corrected resampled t-tests,
Credit risk [16-19] sometimes without variance Friedman—Nemenyi, calibration,
correction expected cost, fairness, SHAP
Walk-forward VIX forecasts with
Finanf:ial [20,21,48,49] Out—of—sampI.C loss; ML vs. Diebold—Mariano t.ests; VaR
analytics econometric baselines backtests with
Kupiec/Christoffersen
One protocol across all four
. Conceptual frameworks, rarely functions; explicit separation of
Integration [1,2,13] . .
tested empirically demonstrated vs. hypothesised
mechanisms

2. MATERIALS AND METHODS
2.1 The ICDT framework and study design

The ICDT framework (Figure 1) is a layered reference model. Layer 1 (edge/IoT secutity analytics) ingests network-flow
records at gateways and classifies them as benign or malicious. Layer 2 (cloud—edge learning) determines where models are
trained and updated, contrasting centralised cloud training with federated training across edge clients. Layer 3 (financial
intelligence) hosts credit-risk scoring and market-risk analytics. Layer 4 (assurance) is cross-cutting: every model in Layers 1-3
must pass the same statistical, calibration, explainability and fairness checks before it is considered deployable, in line with
risk-management guidance [29] and MLOps practice [38]. The empirical study instantiates each layer with public data and a
common evaluation protocol (Sections 2.2-2.7). The design is a comparative computational experiment; no human

participants were involved.
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Outputs t
Layer Function Inputs Models evaluated wiputs to
next layer
Statistical validity, Bootstrap CI, McNemar,
calibration, Predictions and corrected t-test, Friedman— Deploy /
1.4 Assurance . . . . -
(cross-cutting) explainability, fold-level metrics Nemenyi, DM, revise decision;
& fairness, from L1-L3 Kupiec/Christoffersen; ECE; audit trail
governance TreeSHAP; DIR/EOD
Credit-risk scoring; Applicant LR, DT, MLP, RF, XGBoost, Risk
sk scores
1.3 Financial volatility attributes; VIX LightGBM, stacking; HAR, forecast :i
orecasts an
intelligence forecasting; value- and S&P 500 RF, LightGBM; HS, EWMA, limit
mi
at-risk series GARCH-# quantile GBM )
Centralised MLP; FedA Global model
L2 Cloud—edge Where and how Partitioned traffic cratse s Heanve oba m'o 6,: i
. . . (IID, non-1ID, 50% communicatio
learning models are trained data on 10 clients )
participation); FedProx n cost

L1 Edge/IoT

security analytics

Detect intrusions at

gateways

NSL-KDD
network flows

LR, kNN, DT, RF,
ExtraTrees, XGBoost,
LightGBM, MLP

Alerts; latency
and memory
profile

Figure 1. Architecture of the Intelligent Computing for Digital Transformation (ICDT) framework and its empirical

instantiation in this study (editable diagram). Information flows upward (L.1—L2—1.3); assurance feedback runs from I.4 to

every layer. The diagram is built as a native Word table so that it remains fully editable. Abbreviations are defined in Section 2.

2.2 Datasets

Five public data sources were used (Table 2). For cybersecurity, the NSL-KDD benchmark [52] was chosen because it
provides an official training split (KDDTrain+, 125,973 records) and a deliberately harder test split (KDDTest+, 22,544
records) that contains 17 attack types absent from training (3,750 test records, 29.2% of test attacks). This property allows the

effect of distribution shift to be measured directly, which random cross-validation cannot do [22]. Flows were mapped to five
classes (Normal, DoS, Probe, R2L, U2R). NSL-KDD is old and its traffic is not native IoT traffic; it is used here as a
controlled shift experiment, and newer IoT testbeds [31,32] are discussed as external-validity targets. For credit risk, two

consumer-credit datasets with different sizes and feature sets were used: the German Credit data (1,000 applicants, 30.0%

bad, 20 attributes, with a published 5:1 misclassification-cost convention) and a consumer credit-scoring dataset of 4,446
applications (28.1% bad, 15 attributes). For financial analytics, daily CBOE VIX closes (1990-01-02 to 2026-09-21) and the
monthly S&P 500 composite price index from 1871 (Shiller series) were used.

Table 2. Datasets, sources and evaluation design.

Target / class

Layer / task Dataset Size balance Evaluation design
Attack 46.59 Official split + 5-fol

L1 Intrusion 125,973 train; 22,544 ttack 46.5% iclal split + 5-fold CV

. NSL-KDD [52] (train), 56.9% on train; bootstrap (B =
detection test; 41 features

(test) 2,000)

1.2 Federated NSL-KDD 10 client IID or Dirichlet (a | 40 rounds X 5 seeds; test
IDS partitioned cHens = 0.3) label skew on KDDTest+

L3 Credit risk

German Credit

1,000; 20 attributes

Bad 30.0%

10-fold X 3 repeats (30
folds)

L3 Credit risk

Consumer credit

scoring

4,446; 15 attributes

Bad 28.1%

10-fold X 3 repeats (30
folds)
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Target / cl
Layer / task Dataset Size atget / class Evaluation design

balance

Walk-forward, annual
CBOE VIX daily 9,278 days log VIX+1 refit; test 2010-01-04—
2026-09-21 (n = 4,237)

L3 Volatility
forecasting

Rolling/expanding; test
5% and 1% VaR 1950-01-01-2026-09-01
(n = 921)

S&P 500 monthly 1,868 monthly

L3 Market risk
ariet s (1871-2026) returns

Note: All data are publicly available (see Data Availability). Class balance refers to the positive (attack or bad-credit) class.
2.3 Pre-processing and feature engineering

All pre-processing was fitted inside each training fold or training window to avoid leakage [22]. For NSL-KDD, the three
categorical fields (protocol, service, flag) were one-hot encoded with an "ignore unknown" rule so that unseen service values
in the test split did not break inference; the heavy-tailed duration and byte counts were log-transformed (log(l + x)); a
constant field (num_outbound_cmds) was removed; and features were standardised for distance- and gradient-based models.
Credit attributes were one-hot encoded (categorical) and standardised (numeric) for logistic regression and the multilayer
perceptron, and passed raw to tree models. For VIX forecasting, predictors were the HAR components (daily log VIX and its
5-day and 22-day means) [47] and, for ML models only, five lags, the daily log change, the log high—low range, a 22-day
volatility of log changes, and the deviation from the 22-day mean. For VaR, monthly log returns (%) were computed from the
price index; the quantile model used three return lags, the previous absolute return, 6-, 12- and 36-month rolling volatilities,

12-month momentum and the 12-month drawdown, all lagged by one month.
2.4 Models

Model families were chosen to span the transparency—flexibility spectrum (Table 3). Gradient boosting was implemented with
XGBoost [53] and LightGBM [54]. To avoid optimistic bias from tuning on test folds, hyper-parameters were fixed a priori at
conservative, widely used values rather than optimised per dataset; the consequence (a possible under-statement of the best
achievable performance) is discussed in Section 4.7. The stacking ensemble combined logistic regression, random forest and
XGBoost through a logistic meta-learner trained on internal 5-fold out-of-fold predictions. For federated learning, a one-
hidden-layer perceptron (121 inputs, 64 ReL.U units, sigmoid output; 7,873 parameters) was trained with mini-batch stochastic
gradient descent (learning rate 0.05, batch 128, one local epoch per round). FedAvg weighted client updates by sample size
[34]; FedProx added a proximal penalty plw — weobal?/2 with p = 0.01 [37]. Non-IID pattitions allocated each traffic class to
clients with proportions drawn from a Dirichlet(0.3) distribution, producing strong label skew [36]. One deviation from the
fixed settings was required: the five-class LightGBM detector with n = 0.1 diverged on the #uining data (training accuracy
0.553), so its learning rate was reduced to 0.05, which restored a training accuracy above 0.999. The decision was based on

training-set diagnostics only, never on test results.

Table 3. Models and fixed hyper-parameters.

Model Layer(s) Key settings

Logistic regression (LR) L1,1L3 L2 penalty, C = 1; standardised inputs

k-nearest neighbours (kNN) L1 k = 5, Euclidean distance on standardised inputs
Decision tree (DT) L1,1L3 L1: min leaf 5; L3: depth < 5, min leaf 20

Random forest (RF) L1,L3 L1: 200 trees; L.3: 300 trees, min leaf 3; VIX: 300 trees, min leaf 20
(Eg;emely randomised trees 11 200 trees

XGBoost (XGB) L1, 13 L1: 300 trees, depth 6, 1 = 0.1; L3: 300 trees, depth 3, 1 = 0.05,
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Model Layer(s) Key settings
subsample 0.8
L1: 300 trees, 31 leaves; L3: 300 trees, 15 leaves, n = 0.05; VIX:
LightGBM (LGB L1,L3 ’ ’ ’ ’ ’
ightGBM (LGBM) . 400 trees, 1 = 0.03
, 1,12, _
Multilayer perceptron (MLP) 13 L1: (64, 32), early stopping; L3: (32), « = 0.01; L2: (64), SGD
Stacki R + RF + XGB
Lﬁ)c ng (- - L3 Internal 5-fold out-of-fold meta-features
HAR [47] 13 OLS on daily, weekly (5-day) and monthly (22-day) log-VIX
components
Historical simulation (HS) L3 Empirical quantile of previous 120 months
EWMA-normal L3 A = 0.97 on previous 240 months; Gaussian quantile
GARCH(1,1)-+ 13 Constant mean, Student-# innovations; re-estimated every 12
months, filtered monthly
Quantile gradient boosting 13 LightGBM pinball loss at « = 0.05/0.01; 300 trees, 7 leaves; refit
(QGBM) every 12 months

2.5 Evaluation protocols

Intrusion detection. Each detector was trained once on KDDTrain+ and evaluated on KDDTest+, with the attack class as
positive. Reported metrics are accuracy, precision, detection rate (DR, recall), false-positive rate (FPR), F1, Matthews
correlation coefficient (MCC) and AUC. Detection rates were further broken down by attack category and by whether the
attack type was known (present in training) or novel. As an in-distribution reference, six detectors were also evaluated by
stratified 5-fold cross-validation on KDDTrain+. Five-class performance (macro- and weighted-F1, per-class recall) was
assessed for the three strongest ensembles.

Edge profiling. For each fitted pipeline (including pre-processing) we measured the median and 95th-percentile latency of
single-record inference over 300 calls, the amortised per-record time in a batch of 22,544 records, and the serialised model
size. Measurements were taken on a two-core virtual CPU without hardwate acceleration, which approximates a modest edge
gateway; absolute values are hardware-specific, so the analysis focuses on relative differences.

Federated learning. Global models were evaluated on KDDTest+ after every communication round. Each configuration was
run with five random seeds; we report mean * standard deviation (SD) of the final-round F1 and AUC, the number of
rounds needed to reach a target F1, and the communication volume (parameters X 4 bytes X 2 directions X participating
clients X rounds). A centralised model trained for the same number of epochs and a /focal-only baseline (each client training
alone) bracket the federated results.

Credit risk. Stratified 10-fold cross-validation repeated three times (30 folds) was used. Metrics were AUC, Brier score,
Kolmogorov—Smirnov (KS) statistic, balanced accuracy and F1 for the bad class. For German Credit, the expected
misclassification cost per applicant was computed with a cost of 5 for accepting a bad applicant and 1 for rejecting a good
one, using the Bayes-optimal threshold P(bad) = 1/6. Calibration was summatrised by the expected calibration etror (ECE, 10
equal-width bins) on out-of-fold predictions. Global explanations used exact TreeSHAP attributions from XGBoost [44],
aggregated over one-hot levels to original attributes. Group fairness by age (< 25 vs. = 25 years) was assessed with the
disparate-impact ratio (DIR, ratio of approval rates), the equal-opportunity difference (EOD, difference in approval rates
among applicants who repaid) and the false-approval difference [19,45]; age was used as an illustrative protected attribute
because it is recorded in both datasets.
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Financial analytics. VIX forecasts were produced one day ahead in a walk-forward design: for each calendar year from 2010
onwards, models were re-estimated on all prior data and used to forecast every day of that year. Benchmarks were the random
walk (RW, today's value) and HAR. Losses were evaluated on the log scale and in index points. VaR was forecast one month
ahead for 921 months from 1950-01 to 2026-09 at the 5% and 1% levels.

2.6 Statistical analysis

Uncertainty and significance were quantified with procedures matched to each design (Table 4). For the single NSL-KDD
test split, 95% confidence intervals (Cls) were obtained by non-parametric bootstrap (2,000 resamples) and paired detector
comparisons used McNemat's test with continuity correction. For repeated cross-validation, fold-level metrics are not
independent, so pairwise differences from logistic regression were tested with the corrected resampled #test, which inflates
the variance by (1/] + #est/ #eain) With | = 30 [26]; we report mean differences, corrected 95% Cls, p-values and the paired
standardised effect size 4, (mean difference divided by SD of differences). Omnibus differences among the seven credit
models were tested with the Friedman test, with Kendall's I as the effect size and the Nemenyi critical difference (CD) for
post-hoc rank comparisons [27]. VIX forecast accuracy was compared with HAR using the Diebold—Mariano test on squared
errors with the Harvey—Leybourne—Newbold small-sample correction [55,56]; Cls for root-mean-square error (RMSE) used a
moving-block bootstrap (block length 20, 1,000 resamples). VaR forecasts were assessed with the Kupiec unconditional-
coverage test, the Christoffersen independence and conditional-coverage tests [50,51] and the quantile (tick) loss. Two-sided o
= 0.05 was used throughout; because many tests are reported, p-values close to 0.05 are interpreted cautiously and the
emphasis is on effect sizes and intervals.

Table 4. Statistical procedures by analysis.

Analysis Design Inference Effect size / uncertainty
McN ired B 95% CI (F1, AUC
Intrusion detection | Single official test split cremar test (paired, ootstrap 95% CI (1, ’
continuity-corrected) MCC)
M T SD; ds-to-
Federated learning 5 seeds X 40 rounds Descriptive; seed variability can roundsto
target; bytes
AAUC, ABrtier, A ith
L 10-fold X 3 repeated Cotrected resampled #test; > Sbrien, AcoSt Wit
Credit risk cv Fried N . corrected 95% CI; 4
tiedman; Nemenyi
comat; Nemeny Kendall's 17
. Walk-forward, annual Diebold-Mariano (HLN- RMSE/MAE; block-
VIX forecasting
refit corrected) bootstrap 95% CI
Rolli di Kupi C), Christoff
Value-at-risk © 1ng/expan e upiec (UC), Christoffersen Violation rate; tick loss
windows (IND, CC)

2.7 Reproducibility and computing environment

All experiments were implemented in Python 3.13 with scikit-learn 1.9, XGBoost, LightGBM, statsmodels 0.15 and arch; the
federated simulation was written directly in NumPy so that every aggregation step is explicit. Random seeds were fixed for
every split, model and bootstrap. Experiments ran on a two-core virtual machine with 7 GB of memory and no GPU. Scripts
that regenerate every table and figure from the raw public data are available from the corresponding author (see Data
Availability).

3. RESULTS

3.1 Layer 1: intrusion detection under distribution shift

Under in-distribution 5-fold cross-validation on KDDTrain+, every detector appeared almost perfect. Mean F1 ranged from
0.9725 (LR) to 0.9992 (LGBM), and the tree ensembles reached AUC = 0.9999 with fold-to-fold SDs below 0.0003 (Table 5).
Such figures are typical of benchmark reports [9,10]. On the official KDDTest+ split, however, F1 fell to between 0.740 and
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0.834, an absolute loss of 16.4-24.7 percentage points (pp) for the six models evaluated both ways (Figure 2). The
degradation was not uniform and it changed the ranking of the detectors.

Table 5. Binary intrusion-detection performance: in-distribution cross-validated F1 versus the official KDDTest+ split
(attack = positive class; threshold 0.5).

M VF1 | A Preci M A 0 M 2
od | C . ccur Tec1s DR | FPR | F1[95% CI] C UC [95% cNemar y
el (train) acy ion C CI] vs. MLP (p)

0.62 | 0.07 0.740 [0.734, | 0.55 0.778 [0.771,

LR 0.9725 | 0.751 | 0.915
1 7 0.747] 4 0.784]

1379.3 (< 0.001)

0.63 | 0.02 | 0.763[0.757, | 0.61 0.818 [0.812,

KNN | — | 0777 | 0968
0 8 0.770] 7 0.824]

878.6 (< 0.001)

0.70 | 0.08 0.801 [0.796, | 0.62 | 0.855 [0.850,

DT | 09980 | 0.800 | 0.922
8 0 0.807] 8 0.860]

317.8 (< 0.001)

0.61 | 0.02 | 0.75110.745, | 0.60 | 0.961 [0.959,

RF | 09988 | 0.769 | 0.968
4 7 0.758] 6 0.964]

1241.7 (< 0.001)

0.64 | 0.02 0.777 [0.771, 0.63 0.960 [0.957,

ET — ] 0788 | 0.969
8 7 0.783)] 3 0.963]

790.3 (< 0.001)

0.65 | 0.02 | 0.780[0.773, | 0.63 | 0.964[0.962,

XGB | 0.9991 | 0.790 | 0.968 805.6 (< 0.001)

2 8 0.786] 6 0.966]
LGB 0.63 | 0.02 | 0.769 [0.762, | 0.62 | 0.961[0.959,
0.9992 | 0.781 | 0.968 1034.6 (< 0.001
M 7 8 0.775] 3 0.964] ( )

0.73 | 0.03 0.834[0.829, | 0.70 | 0.905 [0.901,

MLP | 0.9979 | 0.834 | 0.969
2 1 0.839] 1 0.910]

(reference)

Note: CV F1 = mean of stratified 5-fold cross-validation on KDDTrain+ (kNN and ET wete not cross-validated). DR =

detection rate (recall); FPR = false-positive rate; MCC = Matthews correlation coefficient. Bracketed values are percentile-
bootstrap 95% CIs (2,000 resamples). McNemar tests compate each model's cortrect/incorrect decisions with those of the
highest-F1 model (MLP).

4 100 o 097 1.00 1.00 1.00 1.00 1.00 N

0.95
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LR DT RF XGB LGBM MLP
Detector

m 5-fold CV on KDDTraint+  ® Official KDDTest+
N\ J

Figure 2. In-distribution versus shifted-test F1 for six intrusion detectors. The gap between the two bars is the performance

lost when the detector meets the KDDTest+ distribution, which includes attack types absent from training.
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On KDDTest+, the multilayer perceptron achieved the highest F1 (0.834, 95% CI [0.829, 0.839]) and MCC (0.701), followed
by the single decision tree (F1 0.801); every other detector differed from the MLP significantly by McNemar's test (all p <
0.001). The tree ensembles nevertheless produced the best ranking of records: XGBoost had the highest AUC (0.964, 95% CI
[0.962, 0.960]), and RF, ET and LightGBM reached 0.960-0.961, compared with 0.905 for the MLP. The apparent
contradiction is resolved by the operating point. At the default threshold the ensembles were extremely conservative:
precision = 0.97 and FPR = 0.03, but a detection rate of only 0.61-0.65. Their scores separated attacks from normal traffic
well, but the threshold learned on the training distribution was mis-placed for the test distribution, in which attacks made up
56.9% of records rather than 46.5%.

Re-thresholding confirms this interpretation (Table 6). Lowering the XGBoost threshold from 0.5 to 0.005 (the lowest value
examined) raised its detection rate from 0.652 to 0.812 and its F1 to 0.881, while FPR rose from 0.028 to 0.042. Because this
threshold was chosen on the test data it is an oracle upper bound, not a deployable result; its purpose is to show that much of
the F1 gap between detectors under shift reflects calibration of the decision threshold rather than an inability to rank attacks.
A deployable remedy would require labelled data from the new environment or an unsupervised prior-shift correction, which

we did not evaluate.

Table 6. Operating-point analysis for XGBoost on KDDTest+ (oracle sensitivity analysis; thresholds were varied on the test

set).
g?;i:ﬁgd on De:‘i"“ FPR Precision F1 MCC
05 0.652 0.028 0.968 0.780 0.636
03 0.664 0.029 0.968 0.787 0.644
02 0.676 0.029 0.968 0.796 0.655
0.1 0.697 0.030 0.968 0.810 0.671
0.05 0.715 0.032 0.967 0.823 0.686
0.02 0.747 0.034 0.966 0.843 0711
0.01 0.779 0.036 0.966 0.862 0.738
0.005 0.812 0.042 0.963 0.881 0.764

Note: The 0.50 row reproduces Table 5. Results at other thresholds are descriptive and optimistic because the test labels were

used to choose them.
3.1.1 Attack categories and novel attacks

Performance differed sharply by attack family (Figure 3). DoS attacks, which are numerous in training, were detected at rates
of 0.78-0.92. Remote-to-local (R2L) attacks were almost invisible to most detectors: detection rates were 0.005-0.212, with
only DT (0.212) and MLP (0.183) exceeding 0.10. The 17 attack types that never appear in KDDTrain+ account for 3,750
test records. Across detectors, the detection rate on these novel attacks (0.24—0.54) was on average 37.9 pp lower than on
known attack types (0.71-0.81). Random forest, the most "accurate” model in cross-validation, detected only 23.5% of novel
attacks, whereas the MLP and DT detected 54.1% and 53.0%.
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Figure 3. Detection rate by attack family and for attack types that are known (seen in training) or novel (absent from
training), on KDDTest+ at threshold 0.5.

In the five-class task (Table 7) the ensembles reached accuracies of 0.749—0.779 but macro-F1 of only 0.513-0.575, because
R2L and U2R recall was close to zero. The highest macro-F1 was obtained by XGB. Normal-traffic recall was = 0.97 for
every model, which again shows a decision boundary biased towards the majority behaviour seen in training.

Table 7. Five-class intrusion detection on KDDTest+: pet-class recall / F1 for three tree ensembles.

Class Test n RF XGBoost LightGBM
Normal 9,711 0.974 / 0.780 0.972 / 0.803 0.970 / 0.777
DoS 7,458 0.794 / 0.870 0.843 / 0.899 0.766 / 0.852
Probe 2,421 0.603 / 0.709 0.655 / 0.723 0.606 / 0.702
R2L 2,887 0.052 / 0.099 0.085 / 0.157 0.093 / 0.170
U2R 67 0.060 / 0.110 0.179 / 0.293 0.209 / 0.289
Macro-F1 0.513 0.575 0.558
Weighted-F1 0.713 0.742 0.715
Accuracy 0.754 0.779 0.749

Note: The five-class Light GBM model uses = 0.05 (see Section 2.4); with = 0.1 its training accuracy was only 0.553,
indicating divergence.

The binary XGBoost model concentrated its split gain on a few inputs: service (0.607), src bytes (0.163), wrong fragment
(0.046), hot (0.038), dst host same srv rate (0.021) (gain shates, with one-hot levels of categorical fields summed). The
network service type alone accounted for most of the gain, followed by the volume of bytes sent by the source. Gain shares
summed over many one-hot levels favour high-cardinality fields, so this ranking is indicative. The reliance on service and
byte-volume signatures is a demonstrated property of the fitted model; the claim that this reliance causes the poor transfer to
novel attacks, which often use services and payload sizes absent from training, is a hypothesis that would require feature-

ablation or counterfactual experiments to confirm.
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3.1.2 Edge deployment cost

Table 8. Edge-deployment profile of the fitted pipelines (two-core virtual CPU, no accelerator).

Model F1 AUC Sinlilt::;,ord Latency, | Batch time per Seti:jtlised T.raining
median (ms) p95 (ms) record (us) size time (s)
LR 0.740 | 0.778 5.9 8.2 3.7 7 kB 6.3
kNN 0.763 | 0.818 22.3 28.0 587.1 117.3 MB 0.3
DT 0.801 | 0.855 7.1 9.7 2.0 34 kB 2.8
RF 0.751 | 0.961 65.5 79.2 16.2 18.0 MB 14.2
ET 0.777 | 0.960 64.2 79.3 18.1 38.8 MB 26.5
XGB 0.780 | 0.964 7.6 10.5 4.4 638 kB 5.5
LGBM | 0.769 | 0.961 7.5 11.4 11.0 1.0 MB 3.0
MLP 0.834 | 0.905 6.6 10.4 2.4 246 kB 22.4

Note: Latency includes the pre-processing pipeline (encoding and scaling). kNN stores the full training set, hence its size and

batch cost.

Table 8 and Figure 4 show that accuracy and deployability diverged. Median single-record latency (including pre-processing)
was 5.9-7.6 ms for LR, DT, XGBoost, LightGBM and the MLP, but 66 ms for the 200-tree RF and 64 ms for ET, whose
serialised sizes were 18 MB and 39 MB. kNN, which must store the training set, occupied 117 MB and needed 587 us per
record even in batch mode, two orders of magnitude more than the tree boosters. The MLP (246 kB) and XGBoost (638 kB)
therefore occupied the efficient frontier for gateway deployment, combining the best shifted-test F1 or AUC with millisecond

latency and sub-megabyte memory. Training cost told a similar story: the MLP was the slowest to train among the compact

models (22 s), but training happens off-line in the cloud layer, whereas inference cost is paid on every flow at the edge.

-

F1 on KDDTest+
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Figure 4. Accuracy-latency trade-off for edge deployment: shifted-test F1 against median single-record latency Points toward

the upper left are preferable; the latency axis is logarithmic.

Natural Resources for Human Health (NRFHH)
https://nrthh.com

267



Natural Resources for
Human Health 9

eISSN: 2583-1194

3.2 Layer 2: federated cloud—edge learning

The ten-client partitions differed markedly. Under IID partitioning every client held = 47% attack traffic, whereas the
Dirichlet(0.3) partition produced clients whose attack share ranged from 2% to 100% and whose sizes ranged from 3,105 to
36,136 records. Table 9 and Figure 5 summarise convergence over 40 rounds and five seeds.

Table 9. Federated versus centralised intrusion-detection training (MLP, 10 clients, 40 rounds, 5 seeds; evaluated on

KDDTest+).
Final-round Final-round Mean F1 Total
. . . Best-round L.
Training regime F1 (mean * AUC (mean * | atround5 F1 (mean) communicatio
SD) SD) / 20 n
Centralised (cloud 0.773 / Raw data
T .
entralised (cloud) 0.795+ 0013 | 0.912 +0.014 0.802 upload = 61
training 0.781
MB
, 0.741 /
FedAvg, 11D clients 0765+ 0.009 | 0.886 + 0.007 o 0.767 252 MB
, 0.728 /
FedAvg, non-1ID clients | 0760+ 0.017 | 0.887 £ 0.018 o 0.764 252 MB
FedProx (u = 0.01), 0.728 /
0759+ 0.016 | 0.886 + 0.018 0.764 252 MB
non-I11D 0.743
FedA 11D, 50° 0.723
edAve, non-lID, 0% 10004 0019 | 0.886 + 0.019 / 0.805 12.6 MB
patticipation 0.747
Local-only (each cli
ocal-only (each client 1 2104 120 | 0.869 + 0.046 — — No exchange
alone)

Note: Communication = 7,873 parameters X 4 bytes X 2 directions X participating clients X 40 rounds. Local-only = mean
over client models trained alone for up to 40 epochs (three seeds; clients holding a single class were excluded). Best-round F1

is the maximum over rounds, averaged over seeds, and is optimistic because it is selected on the test set.

Centralised training reached a final F1 of 0.795 £ 0.013 (AUC 0.912). FedAvg over IID clients reached 0.765 £ 0.009 (AUC
0.886), a shortfall of 3.1 pp in F1 (Welch # = 4.39, p = 0.003, five seeds per arm). Moving from IID to strongly label-skewed
clients cost surprisingly little at round 40: F1 0.760 = 0.017 (difference 0.5 pp, p = 0.612), with AUC essentially unchanged
(0.887). Heterogeneity mainly increased variability between seeds (SD 0.017 vs. 0.009). The FedProx correction did not
improve on FedAvg (F1 0.759 £ 0.016; paired difference —0.08 pp, p = 0.249). Halving client participation per round halved
communication (12.6 MB instead of 25.2 MB) at a cost of 0.6 pp in final F1 and a noticeably noisier trajectory (Figure 5).
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Figure 5. Convergence of the global model on KDDTest+ (mean F1 over five seeds) for centralised training and four

federated regimes.

The decisive comparison is with isolation. A model trained by a single client on its own data achieved a mean F1 of 0.716 *
0.122 (range 0.21-0.88 across 28 client models), well below every federated regime, and the worst clients, those holding
almost exclusively one traffic class, produced detectors that were close to useless. Federation therefore delivered most of the
benefit of pooling data while moving only model parameters: 25.2 MB over 40 rounds for ten clients, compared with roughly
61 MB to upload the encoded training data once. All federated and centralised models remained well below the shifted-test
AUC of the tree ensembles in Section 3.1, because the same distribution shift applies and the MLLP here is deliberately small.

The trajectories also differed in shape. Centralised training improved steadily, from a mean F1 of 0.773 after five epochs to
0.781 after twenty. FedAvg on IID clients plateaued early (0.741 at round 5, 0.743 at round 20) and only resumed improving
late, whereas the non-IID regimes rose slowly (0.728 to 0.744). With half of the clients sampled per round, the global model
oscillated from round to round because successive aggregates were dominated by different label mixtures; its mean best-
round F1 (0.805) was therefore well above its final-round value, a gap that a deployed system could exploit only with a held-
out validation set at the server. Because every curve is measured on the shifted test set, part of the round-to-round movement

reflects how each aggregate happens to align with the test distribution rather than progress on the training objective.
3.3 Layer 3a: credit-risk assessment

Table 10. Credit-risk performance over 30 cross-validation folds (mean = SD) and calibration on out-of-fold predictions.

Model AUC Brier score KS Balanced ECE Expected Mean AUC
accuracy cost rank

German Credit

LR 0.784 £ 0.042 | 0.166 £ 0.018 | 0.499 0.674 0.034 | 0.540 £ 0.098 3.97

DT 0.718 £ 0.050 | 0.189 £0.019 | 0.384 0.602 0.070 | 0.608 £ 0.088 6.33

MLP 0.688 £ 0.106 | 0.190 £0.019 | 0.359 0.540 0.039 | 0.641 £ 0.076 5.97

RF 0.795 £ 0.042 | 0.164 £ 0.011 | 0.499 0.646 0.046 | 0.542 £0.072 2.95

XGB 0.796 £ 0.046 | 0.161 £0.020 | 0.505 0.084 0.035 | 0.555 % 0.086 3.05

LGBM 0.791 £ 0.046 | 0.168 £0.023 | 0.499 0.084 0.074 | 0.591 £ 0.105 3.30

Natural Resources for Human Health (NRFHH)

https://nrthh.com

269



Natural Resources for

Human Health
eISSN: 2583-1194

Model AUC Brierscore | KS Eii‘;::; ECE Exlc’;ctted Me::niUC
Stack 0.800 £ 0,043 | 0.159 £ 0.016 | 0517 | 0.679 | 0.021 | 0.530 £ 0.095 243
Credit scoring

LR 0.831 £ 0,024 | 0.142 £ 0.009 | 0537 | 0701 | 0.017 — 493
DT 0.775 £ 0,026 | 0.163 £ 0.010 | 0451 | 0.672 | 0.029 — 7.00
MLD 0.835 £ 0,026 | 0.142 £ 0.010 | 0544 | 0705 | 0012 — 423

RE 0.840 £ 0,023 | 0.141 £ 0.008 | 0.557 | 0700 | 0.029 — 3.90
XGB 0.846 £ 0,022 | 0.138 £ 0.009 | 0564 | 0720 | 0.015 — 243
LGBM 0.840 £ 0,021 | 0.141 £ 0.010 | 0558 | 0723 | 0.026 — 3.93
Stack 0.848 £ 0,023 | 0.138 £ 0.010 | 0569 | 0718 | 0.035 — 157

Note: Lower is better for Brier score, ECE (expected calibration error), expected cost and rank. Expected cost per applicant
uses the German Credit 5:1 cost matrix at the Bayes threshold P(bad) = 1/6. Ranks ate averaged ovet folds (1 = best AUC).

All seven classifiers were evaluated on identical folds (Table 10). The stacking ensemble had the highest mean AUC on both
datasets (0.800 on German Credit and 0.848 on the credit-scoring data), followed by XGBoost (0.796 and 0.846); logistic
regression reached 0.784 and 0.831. The Friedman test rejected equal performance on both datasets (German: x*(6) = 91.8, p
< 0.001, Kendall's W = 0.51; credit scoring: x*(6) = 117.7, p < 0.001, I = 0.65), indicating moderate-to-strong agreement
among folds on the ordering. With a Nemenyi critical difference of 1.64 ranks, the stacking ensemble ranked significantly
better than LR on the credit-scoring data (mean ranks 1.57 vs. 4.93) but not on German Credit (2.43 vs. 3.97). Much of the
omnibus effect came from the weak single tree and, on German Credit, from the unstable MLP (AUC SD 0.100, reflecting
eatly stopping on very small validation splits).

~
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0.85 0.831 0.835 0.840 0846 0.840
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0.75
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-
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Figure 6. Mean cross-validated AUC (30 folds) of the seven credit-risk models on the two datasets. Fold-level SDs are
reported in Table 10.
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Table 11. Pairwise comparison with logistic regression: corrected resampled #tests over 30 folds.

C ted 959 AE t % CI];
Model AAUC orrected 95% s d ABrier (p) xpected cost [95% CI];
CI P
German Credit
< +0.068 [-0.019, 0.155];
DT —0.066 —0.100, —0.032 —1.51 +0.0226 (0.001
[ ’ ] 0.001 ( ) 0.120
MLP —0.096 | [-0.179, =0.013] 0.025 | —=0.90 +0.0236 (0.005) +0.101 [0.008, 0.193]; 0.034
+0.002 [=0.065, 0.069];
RF +0.011 [—0.009, 0.031] 0.268 0.43 —0.0023 (0.578) [0 952 ’ ]
+0.014 [-0.051, 0.079];
XGB +0.012 [—0.003, 0.027] 0.125 0.60 —0.0050 (0.180) [ ’ I

0.655

+0.051 [—0.024, 0.126];

LGBM +0.007 [—0.019, 0.032] 0.593 0.21 +0.0017 (0.783) 0174

~0.010 [~0.070, 0.050];

Stack +0.017 [0.005, 0.028] 0.005 1.16 —0.0069 (0.003) 0798

Credit scoring

<

DT —0.055 [-0.074, —0.037] 0.001 —2.35 | +0.0205 (< 0.001) —

MLP +0.004 [—0.003, 0.010] 0.227 0.47 —0.0002 (0.857) —

RF +0.010 [—0.003, 0.022] 0.120 0.61 —0.0008 (0.694) —

XGB +0.015 [0.003, 0.027] 0.013 1.01 —0.0041 (0.076) —

LGBM +0.009 [—0.004, 0.022] 0.161 0.55 —0.0012 (0.657) —
<

Stack +0.018 [0.009, 0.027] 0,001 1.54 —0.0041 (0.011) —

Note: A = model minus LR. Positive AAUC and negative ABrier/Acost favour the model. CIs and p-values use the Nadeau—
Bengio variance cotrection (1/30 + 1/9). d, = mean paired difference / SD of paited differences (uncortected). Expected
cost is available for German Credit only.

The size of the gain over LR is the central credit-risk result (Table 11). After correcting for the dependence among resampled
folds, only the stacking ensemble improved AUC significantly on both datasets: by 0.017 (95% CI [0.005, 0.028], p = 0.005, d,
= 1.16) on German Credit and 0.018 ([0.009, 0.027], p < 0.001, 4, = 1.54) on the credit-scoring data. XGBoost was significant
only on the larger dataset (AAUC = 0.015, p = 0.013); RF and LightGBM gains of 0.007-0.011 had CIs spanning zero. The
paired effect sizes are large because fold-to-fold variation is shared by all models, but the absolute improvements are 1-2
AUC points. In decision terms, no model reduced the German Credit expected misclassification cost relative to LR: the
stacking ensemble changed cost by —0.010 per applicant (95% CI [-0.070, 0.050], p = 0.728), and the MLP increased it
significantly (+0.101, p = 0.034).

Threshold-dependent metrics told the same story with more nuance. On German Credit, XGBoost and LightGBM reached
the highest balanced accuracy (0.684 and 0.684 vs. 0.674 for LR), whereas RF, despite its competitive AUC, had a lower
balanced accuracy (0.6406), probably because averaging over many trees compresses its probabilities towards the base rate so
that fewer bad applicants cross the 0.5 threshold. The KS statistic, widely used in retail credit, ranked stacking first on both
datasets (0.517 and 0.569) but separated LR, RF and XGBoost by less than 0.01 on German Credit. Fold-to-fold SDs of AUC
(0.042-0.050 on German Credit; 0.021-0.026 on the larger dataset, excluding the MLP) were several times larger than the
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mean differences between the leading models, which is why uncorrected comparisons of single train—test splits can easily

produce contradictory rankings.
3.3.1 Calibration, explainability and fairness

Calibration did not follow discrimination. On German Credit, stacking had the lowest ECE (0.021) and LightGBM the
highest among the boosted models (0.074); on the credit-scoring data the ordering reversed for stacking, which had the
highest ECE of all models (0.035) despite its best AUC, while the MLP (0.012), XGBoost (0.015) and LR (0.017) were best
calibrated (Table 10; Figure 7). A model selected on AUC alone would therefore have produced the least reliable probabilities
on that dataset, which matters wherever probabilities feed pricing or provisioning.
4 1.0 - )
0.9 -
0.8 -
0.7 1
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Figure 7. Reliability diagram for three models on the credit-scoring data (out-of-fold predictions, 10 equal-width bins; bins
with fewer than 20 applicants omitted). Points on the diagonal indicate perfect calibration.

Global TreeSHAP attributions identified economically plausible drivers (Figure 8). For the credit-scoring data the most
influential attributes were Seniority (0.535), Records (0.495), Assets (0.446), Finrat (0.4006), Job (0.361), Savings (0.320) (mean
|SHAP| on the log-odds scale). Directions were consistent with credit theory: longer employment seniority (Spearman @
between value and attribution = —0.98), higher assets (—0.96), savings (—0.92) and income (—0.87) lowered predicted risk,
whereas a higher financing ratio raised it (0.95). On German Credit, checking-account status dominated (mean |SHAP |
0.716), followed by loan duration (0.390; p = 0.92) and credit amount (0.339). Age ranked seventh (0.189) with a negative
direction (o = —0.81): younger applicants were scored as riskier. These attributions describe how the fitted model uses the

data; they are not causal effects of the attributes on default.
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Figure 8. Global feature importance (mean absolute TreeSHAP value, log-odds scale) of the XGBoost credit model on the

credit-scoring data.

Table 12. Group fairness by age (< 25 vs. = 25 years) for out-of-fold predictions at threshold P(bad) < 0.5 (approve).

A 1 rat Di . Equal- False-
roval ra isparate-
Model pprov © . =P e, opportunity approval AUC young | AUC older
young / older impact ratio i it

German Credit (young 7 = 149, observed bad rate 40.9% vs. 28.1%)

LR 0.638 / 0.793 0.804 —0.141 —0.069 0.730 0.790
XGB 0.671 / 0.799 0.840 —0.089 —0.064 0.747 0.804
Stack 0.664 / 0.820 0.810 —0.116 —0.097 0.740 0.809

Credit scoring (young # = 558, obsetrved bad rate 37.3% vs. 26.8%)

LR 0.722 / 0.813 0.888 —0.070 —0.013 0.771 0.837
XGB 0.683 / 0.797 0.857 —0.095 —0.023 0.776 0.852
Stack 0.692 / 0.800 0.865 —0.076 —0.039 0.781 0.855

Note: Differences are young minus older. DIR < 0.80 is a common sctreening threshold for adverse impact (the "four-fifths"

convention). Equal-opportunity difference compares approval rates among applicants who repaid.

All models approved younger applicants less often (Table 12). Disparate-impact ratios ranged from 0.80 to 0.89, just above
the four-fifths screening value; LR on German Credit was closest to it (0.804). Equal-opportunity differences were negative
throughout (—=0.141 to —0.070): creditworthy young applicants were approved 7—14 pp less often than creditworthy older
applicants. Part of the approval gap reflects genuinely higher observed default among the young (Table 12 header rows), but
the equal-opportunity metric conditions on repayment, so the residual gap is not explained by base rates. Discrimination was
also weaker for the young (AUC lower by 0.06—0.08). No model was uniformly fairest: XGBoost had the best DIR and EOD
on German Credit but the worst on the credit-scoring data, which shows that fairness must be measured per deployment
rather than inferred from model class.
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3.4 Layer 3b: financial analytics
3.4.1 Volatility forecasting
Table 13. One-day-ahead VIX forecasts, walk-forward with annual re-estimation (2010-01-04 to 2026-09-21, n = 4,237 days).

Directi RMSE

MAE RMSE
Model RMSE MAE RMSE (points) Gt onal DM vs. COVI 20187
11N
ode (log)  (log) [95% CI] oMY accura  HAR(p) D-19
s) (calm)
cy shock
1.852 [1.559
Random walk 00777 0.0545 21[65] 1090 —  239(0017) 546 084
1.827 [1. hmark
HAR (OLS) 0.0769  0.0539 8 27 1[5 6;’36’ 1068  0.532 GDC“) MR 554 082
1.867 [1.562, 3.94 (<
R f 0.0786  0.0556 1.098 0516 575 0.89
andom forest 2.204] 0.001)
. 1.939 [1.610, 5.81 (<
LightGBM 0.0795  0.0559 1118 0518 641 0.90
gat 2.288)] 0.001)
HAR + 1.848 [1.548,
00774  0.0544 1081 0532 2610009 564 083
LightGBM average 2.164] ( )

Note: DM = Diebold—Matriano statistic on squared log errors with the Harvey—Leybourne—Newbold correction; positive
values mean larger losses than HAR. RMSE ClIs from a moving-block bootstrap (block 20). COVID-19 shock = 15 Feb-30
Jun 2020. Directional accuracy = shate of days on which the forecast correctly signs the change from today's value.

The HAR model was the most accurate VIX forecaster (Table 13). Its log RMSE (0.0769) was lower than that of the random
walk (0.0777; DM = 2.39, p = 0.017), random forest (0.0786; DM = 3.94, p < 0.001) and LightGBM (0.0795; DM = 5.81, p <
0.001). Averaging HAR with LightGBM did not help (DM = 2.61, p = 0.009). The differences atre statistically clear but
economically small: in index points the RMSEs were 1.83 (HAR) and 1.94 (LightGBM), with overlapping bootstrap intervals.
Directional accuracy was barely above chance for every model (0.516-0.532). The fitted HAR placed 0.89 of its weight on the
daily component, consistent with the strong persistence of implied volatility.
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Figure 9. Annual out-of-sample RMSE (index points) of one-day-ahead VIX forecasts, 2010—2026. All models share the
2020 COVID-19 spike; LightGBM detetiorates most in that yeat.
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Figure 9 shows where the ML models lost ground. In calm years their errors were indistinguishable from HAR, but in the
COVID-19 shock LightGBM's RMSE (6.41 points) exceeded HAR's (5.54) by 16%. Regression trees cannot extrapolate
beyond the range of the target seen during training, and on 16 March 2020 the VIX closed at 82.69, above the previous
record close of 80.86 (20 November 2008) in the training data; this is a known property of tree models rather than a new
finding, but it explains why their losses are concentrated in extreme regimes.

3.4.2 Market-risk measurement (value-at-risk)

Monthly S&P 500 log returns (n = 1,868) had mean 0.40% and SD 4.04%, negative skewness (—0.52) and heavy tails (excess
kurtosis 11.2; Jarque—Bera p < 0.001). Absolute returns were strongly autocorrelated (Ljung—Box Q(12) p < 0.001),
confirming volatility clustering. Returns themselves were also autocorrelated (p < 0.001), which is partly an artefact of the

series being a monthly average of daily prices and is acknowledged as a limitation.

Table 14. Value-at-risk backtests for monthly S&P 500 returns (1950-01 to 2026-09, n = 921 months).

| | | e | R | i

5% VaR (expected violations 46.1)

Historical

o 54 (5.86%) | 137 (0.241) 613 (0.013) | 7.50 (0.023) | 0.4755 ~5.08

EWMA normal 62 (6.73%) | 5.7 (0.022) 7.07 (0.008) | 12.34 (0.002) | 0.4719 —5.11

GARCH(1,1)7 56 (6.08%) | 2.12 (0.145) 0.75 (0.387) | 2.87 (0.238) | 0.4580 —5.12

Quantile 65 (7.06%) | 7.32(0.007) 0.04 (0.840) | 7.36 (0.025) | 0.4488 ~4.43

LightGBM

1% VaR (expected violations 9.2)

S;:l’:fi 18 (1.95%) | 6.63 (0.010) 8.40 (0.004) 13’831(; 0.1794 —9.44
16.63 (< 2179 (<

EWMA-normal 24 (2.61%) 883 1() 5.16 (0.023) 0.331() 0.1722 ~7.46

GARCH(1,1)7 17 (1.85%) | 5.33 (0.021) 1.00 (0317) | 6.33 (0.042) | 0.1516 —8.49

S;;IESEM 23 (2.50%) 13:(7)3 1(; 1.18 (0.277) 13’3(1) 1(; 0.1601 ~7.22

Note: UC = unconditional coverage (x*1); IND = independence of violations (y1); CC = conditional coverage (y?). Lower
tick (quantile) loss is bettet.

Only GARCH(1,1)-7 passed all three backtests at the 5% level (Table 14): 56 violations against 46 expected (UC p = 0.145,
IND p = 0.387, CC p = 0.238). Historical simulation and EWMA produced clustered violations (IND p = 0.013 and 0.008),
the classic failure of risk models that react too slowly to volatility regimes. The quantile LightGBM model is instructive: it
attained the /owest 5% tick loss (0.4488 vs. 0.4580) and independent violations (IND p = 0.840), yet it breached its VaR 65
times, a 7.1% rate that failed the coverage test (UC p = 0.007). Its mean VaR (—4.43%) was less conservative than GARCH-#
(—=5.12%). At the 1% level every model under-covered the tail; GARCH-# came closest (17 vs. 9.2 expected, UC p = 0.021)
and combined independent violations with the lowest tick loss (0.1516). At the 1% level, violations clustered in the 1970s and
2000s for every model (Figure 10).
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Figure 10. 1% VaR violations per decade for four risk models (monthly S&P 500, 1950-2026). With roughly 120 months per

3.5 Cross-domain synthesis

decade, about 1.2 violations per decade are expected under correct coverage.

Table 15 brings the four layers together by comparing the best transparent baseline in each task with the best flexible Al

model on the metric that matters for deployment. The

'complexity premium" was large only where the data were high-

dimensional, plentiful and drawn from the training distribution, and it shrank, vanished or reversed under distribution shift,

small samples or time-series forecasting.

Table 15. Complexity premium by layer: best transparent baseline versus best flexible AI model, with the hypothesis verdict.

Layer / task Deployn.len Transp?rent Best flexible Premium (95% CI Hypotl-lesis
t metric baseline model or test) verdict
in- - +2. <
L.l IPS, in F1 (5-fold LR 0.972 LGBM 0.9992 2.7 pp (fold SD H1 (part 1)
distribution Cv) 0.002) supported
HI (part 2)
MLP +9.4 pp;
L1 DS, <hified F1 MLP 0.834; o ? 1 P p’t supported;
m
> ST (KDDTest+ LR 0.740 best ensemble ensembles fose to ensemble
test MLP (McNemar p < .
) XGB 0.780 0.001) superiority not
' suppotted
AUC +0.186 (non- E bl K
nsembles ran
L11DS, ranking | (KDDTest+ | LR 0.778 XGB 0.964 | overlapping bootstrap © X et :
s
) Cls) ¢
H2 partly
FedAvg-1ID
L2 Federated F1 vs. Centralised 0 766 5 Ve D —3.1 pp dID); —3.5 supported (skew
.765; non-
1IDS centralised 0.795 0.760 pp (non-11ID) effect small;
' FedProx no gain)
AUG;
L3 Credit ’ AAUC +0.017 [0.005
LR 0. k 0. ’
(German) expeczed 0.784 Stack 0.800 0.028]; Acost s, H3 supported
cos
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Layer / task Deployn.nen Transpfuent Best flexible Premium (95% CI Hypotl.lesis
t metric baseline model or test) verdict
AAUC +0.018 [0.009
L3 Credit [ ’
(scoting) AUC; ECE LR 0.831 Stack 0.848 0.027]; ECE worse H3 supported
scotin
& (0.035 vs. 0.017)
L3 VIX Worse than HAR
RMSE (1 HAR 0.0769 RF 0.0786 H4 d
forecasting (og) DM p < 0.001) supporte
C GARCH-#
L3 Value-at-risk . o:ergg; > QGBM: tick Lower loss but fails H4 supported
. ests; tic asses _ supporte
(5%) loss UC/IND/CC 0.4488 UcC (p = 0.007)

Read across rows, Table 15 suggests three regularities. First, the premium is largest for ranking quality in high-volume, high-
dimensional classification (intrusion detection), where ensembles can exploit many weak interactions. Second, the premium
on decisions (F1, cost, coverage) is consistently smaller than the premium on ranking or loss (AUC, tick loss), because
decisions also depend on thresholds and calibration that flexible models do not automatically get right. Third, wherever the
target is a persistent low-dimensional process (implied volatility, monthly market risk), the premium is zero or negative. These
regularities are inductive generalisations from eight comparisons on five data sources and should be treated as propositions

for further testing rather than laws.
4. DISCUSSION

This study evaluated Al across the security, computing and financial functions of a digitally transforming organisation under
one statistical protocol. The unifying result is that the value of model complexity is conditional. Flexible learners dominated
when training and deployment data matched, delivered small but statistically defensible gains in credit scoring, and offered no
advantage, or a disadvantage, in persistent financial time series and under attack-distribution shift. We discuss each layer,

compare the findings with recent literature, and then separate what the experiments demonstrate from what they only suggest.
4.1 Security analytics: benchmark accuracy is not field accuracy

H1 was only partly supported. Tree ensembles did outperform LR in cross-validation (F1 = 0.999 vs. 0.972) and retained the
best ranking quality on KDDTest+ (AUC 0.964 for XGBoost vs. 0.778 for LR), but at the operational threshold they were
overtaken by an MLP and even by a single decision tree. The 16—25 pp F1 loss between cross-validation and the official test
split is direct evidence of the evaluation pitfall described by Arp et al. [22]: random splits leak the test distribution into
training. It is also consistent with the poor cross-dataset transfer reported by Sarhan et al. [25] and the drift-induced decay
documented by Andresini et al. [24]. The NSL-KDD designers built KDDTest+ to be harder than the training data [52], and
the same split continues to serve as the reference test for newer deep-learning detectors [57]. Our contribution is to
decompose the loss: the ensembles' high AUC with low recall shows that a large part of the shifted-test deficit arose from a
mis-placed decision threshold under a change in attack prevalence, while the remainder came from attack families (R2L, U2R
and novel types) whose feature signatures were barely represented in training.

The practical implication for IoT and cloud security operations is that accuracy reported on a static benchmark should not be
used to select a detector. A deployment process needs (i) a shift-aware validation set, ideally collected from the target
network; (i) threshold recalibration as part of routine model operations [38]; and (iii) monitoring of class prevalence and
novel-signature rates. The superiority of the MLLP on novel attacks is a demonstrated empirical fact in this experiment, but
our explanation for it (smoother decision surfaces that extrapolate more gracefully than axis-aligned tree partitions) is a
hypothesis; it should be tested with controlled feature-ablation studies and on modern IoT datasets such as TON_IoT and
Edge-IIoTset [31,32]. Edge profiling adds a second selection criterion. Random forest and kNN, which looked competitive in
accuracy, carried 10'-10> MB footprints and tens of milliseconds of latency, whereas XGBoost and the MLP combined
millisecond inference with sub-megabyte models, the profile required for edge intelligence [12].
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4.2 Cloud—edge learning: isolation, not label skew, is the main cost

H2 was partly supported. FedAvg on IID clients approached, but did not reach, centralised performance (—3.1 pp F1).
Contrary to the second part of H2, strong label skew reduced final F1 by only 0.5 pp, and FedProx gave no measurable
benefit. This contrasts with reports that non-IID data severely degrade FedAvg [35,36] and with the motivation for FedProx
[37]. A plausible explanation, which we did not test, is that with one local epoch per round and a small model, client drift is
limited, so the proximal term has little to correct; FedProx is designed for many local steps and system heterogeneity. The
more robust lesson is the contrast with isolated training: edge clients learning alone produced highly variable and sometimes
useless detectors, whereas federation recovered most of the pooled-data performance while exchanging only model
parameters. This supports the position of Rahman et al. and Campos et al. that FL is a realistic middle path between
centralised and on-device learning for IoT intrusion detection [14,15]. Privacy is not guaranteed by federation alone; gradient
leakage and poisoning attacks require secure aggregation and robust aggregation rules [35], which were outside the scope of

this experiment.
4.3 Credit risk: small, real gains that are not free

H3 was supported. The stacking ensemble improved AUC over LR by 0.017 and 0.018 on the two datasets, magnitudes close
to those reported in large benchmarks and in recent comparisons of ensembles, deep networks and augmented logistic
regression [16,17,40]. Gradient boosting matched or exceeded deep architectures, as found more generally for tabular data
[41,42]; our MLP was competitive only on the larger dataset and unstable on the 1,000-applicant German data. Whether a 1-2
point AUC gain is worth the loss of transparency depends on portfolio size and margins: Berg et al. show that modest
discriminatory gains can be economically meaningful at scale [6], yet in our cost-sensitive evaluation of German Credit no

model reduced expected misclassification cost significantly relative to LR.

Two governance findings qualify the AUC ranking. First, calibration was model- and dataset-specific; the best-discriminating
model on the credit-scoring data was the worst calibrated. Probability calibration should therefore be checked, and if
necessary corrected, separately from discrimination. Second, all models approved younger applicants at lower rates, and
creditworthy young applicants were approved 7—14 pp less often than creditworthy older applicants. This is consistent with
evidence that more flexible credit models can redistribute outcomes across groups [46] and with the conclusion of Kozodoi et
al. that fairness must be assessed explicitly and traded off against profit [19]. Because the EU AI Act treats creditworthiness
assessment of natural persons as high-risk [28], such audits, together with explanation tools of the kind applied here [18,43],
would be part of the conformity evidence for deployment. Age was used as an illustrative attribute; we do not claim that the

observed disparities are unlawful, and whether age may legitimately enter a credit model depends on jurisdiction.
4.4 Financial analytics: a simplicity frontier

H4 was supported. HAR beat both tree ensembles for one-day-ahead VIX forecasting, and GARCH-# was the only VaR
model to pass all backtests at the 5% level. These results agree with recent large-scale evidence that a well-specified HAR is
hard to beat [21], and specifically for the VIX [48]. They do not contradict findings that ML improves return prediction in
high-dimensional cross-sections [20]; rather, they indicate that where the signal is a low-dimensional, highly persistent process,
flexible learners add variance without adding information. The quantile LightGBM result is a useful caution for risk practice:
the model had the lowest 5% quantile loss (0.4488) yet failed the coverage test with 65 breaches, so it would be penalised by
regulatory backtesting despite being "best" on a statistical loss. Blom et al. report that LightGBM-type quantile models can
match benchmarks for currency VaR when forward-looking implied volatilities are available [49]; our feature set was purely
backward-looking, which is a plausible reason for the discrepancy and a hypothesis for future work.

4.5 Integration: what the framework demonstrates and what it hypothesises

The ICDT framework is intended as an organising and assurance device rather than a single integrated model, and the
evidence should be read accordingly (Table 16). Demonstrated findings are those directly measured in this study under stated
conditions. Hypothesised mechanisms are explanations that fit the data but were not isolated experimentally. Cross-layer
propagation, for example the way an undetected intrusion might corrupt data used by a credit or trading model, is motivated

by evidence on systemic cyber risk in finance [7,8] but was not simulated here, and we make no quantitative claim about it.
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Table 16. Evidence status of the main claims.

Claim Status Basis in this study

Random-split CV tates field
andom-spit overstates fie Same detectors, CV vs. official shifted split

performance of intrusion detectors by 16—25 | Demonstrated (Table 5, Figure 2)

pp F1
Under shift, much of the ensembles' F1

D d High AUC with 1 1I; re-thresholdi
deficit is a threshold (operating-point) emonstrate ' wieh fow recal; re-thresholding

problem (oracle) analysis (Table 6)
Novel attack detected far 1 ft
ove artack ypes are detected far fess often Demonstrated Known vs. novel detection rates (Figure 3)
than known types
MLP ext lates better t 1 attack:
extiaporates betier o nove sk Hypothesis Consistent with results; no ablation performed

because of smoother decision surfaces

Federation recovers most of the pooled-data | Demonstrated Table 9; local-only baseline

benefit relative to isolated clients (simulation)
Small client drift explai hy FedProx did
a7 et drit explatns why Tedtrox dl Hypothesis Not isolated experimentally
not help
E bles gi 11 but significant AUC
r}sem s giv.e sma . u Slgm rcan Demonstrated Corrected #tests (Table 11)
gains over LR in credit scoring
AUC-best credit model is not ily best
e cre 1 OAELIs ROt necessatly B Demonstrated ECE and fairness metrics (Tables 10, 12)
calibrated or fairest
SHAP attributi flect 1 dri f
attrbutions reflect causat drvers o Not claimed Attributions describe model behaviour only
default
Demonstrated
HAR/GARCH-# outperform ML f
R/ s outpertorm AL fof for these DM and VaR backtests (Tables 13, 14)
persistent financial series .
seties
Tree models fail in extreme regimes because Partly 2020 error spike; mechanism is a known model
they cannot extrapolate demonstrated property
Cyber incidents propagate into financial-risk Hypothesis

Motivated by li 7.8
model failures (not tested) otivated by literature [7,8]

For organisations pursuing digital transformation, the operational lesson is a portfolio approach to Al adoption [1,4].
Resources should flow to settings where the complexity premium is demonstrably large (high-volume, stationary
classification), while parsimonious, auditable baselines should be retained, and treated as challengers that new models must
beat out of sample, in persistent financial time series and in small or regulated decision domains. A shared assurance layer,
implementing the same statistical, calibration, explanation and fairness checks across security and finance, operationalises the

governance functions envisaged by the NIST AI RMF [29] and complements zero-trust security architecture [39].

Conceptually, the results support treating the complexity premium as a function of the data-generating regime rather than as a
property of algorithms. Three regime characteristics appear to matter: the dimensionality and interaction richness of the
inputs, the stationarity of the relationship between inputs and target, and the number of independent training observations
relative to model capacity. High dimensionality with stationarity favours flexible learners (in-distribution intrusion detection);
limited samples and moderate dimensionality narrow the premium (credit scoring); persistence in a low-dimensional state
variable removes it (implied volatility and market risk); and non-stationarity can reverse it at the decision level (shifted
intrusion detection). Framed this way, digital-transformation programmes can anticipate where Al investment is likely to pay
off before committing to it, and the proposition is falsifiable on new domains.

4.6 Implications for practice and policy

For security operations and 10T engineering teams, the results argue for selecting detectors on a validation set that mimics the
deployment environment, for scheduling threshold recalibration whenever traffic composition changes, and for treating

279
Natural Resources for Human Health (NRFHH)

https://nrthh.com



Natural Resources for
Human Health 9

eISSN: 2583-1194

latency and memory as first-class selection criteria at the gateway. A compact boosted-tree or neural detector at the edge, with
heavier models and retraining in the cloud, is consistent with both the accuracy and the cost profiles we observed [12,13]. For
cloud architects, federated training is a credible default where raw data cannot be pooled; the dominant risk is not moderate label
skew but clients that are too small or too homogeneous to learn alone, and the design question is therefore how to recruit
enough diverse participants per round. For credit-risk officers, a 1-2 point AUC gain should be weighed against calibration,
expected cost and fairness, each measured on the institution's own portfolio; an augmented logistic model of the kind
proposed by Dumitrescu et al. [17] may capture much of the gain at lower governance cost. For market-risk _functions, ML
quantile models should be benchmarked against GARCH-type models on coverage tests, not only on statistical loss. For
regulators and anditors, the study illustrates why high-risk Al obligations [28] are best met with evidence that combines out-of-

distribution performance, uncertainty intervals, calibration and group metrics, rather than a single headline accuracy figure.
4.7 Limitations

Several limitations bound the conclusions. (1) Data age and representativeness. NSL-KDD 1is derived from late-1990s traffic and is
not IoT traffic; the German Credit data are small and historical; the credit-scoring dataset's provenance is less documented
than that of regulatory data; and the S&P 500 series is a monthly average of daily prices, which smooths returns and induces
autocorrelation. The results should be replicated on contemporary IoT testbeds and loan-level portfolio data. (2) Fixed hyper-
parameters. We deliberately avoided per-dataset tuning to prevent test-set leakage; nested tuning could raise the ceiling for
every model, although recent evidence suggests it rarely overturns HAR-type benchmarks [21]. (3) Simulated federation. Clients
were simulated on one machine with synchronous rounds and no dropouts, adversarial clients, secure aggregation or
differential privacy; communication was counted, not measured on a network. (4) Hardware-specific profiling. Latency was
measured on a general-purpose virtual CPU, not on embedded IoT hardware. (5) Oracle threshold analysis. The re-thresholding
results in Table 6 used test labels and are an upper bound. (6) Multiple testing. Many hypothesis tests are reported; we did not
apply a family-wise correction across layers, so isolated p-values near 0.05 should be interpreted cautiously. (7) Fairness scope.
Fairness was assessed for one binary age split, at one threshold, without intersectional or causal analysis. (8) No cross-layer
experiment. The integration claim is architectural and comparative; it does not include an end-to-end simulation of cyber

incidents propagating into financial decisions.
5. CONCLUSION

This study integrated cybersecurity, IoT, cloud—edge computing, credit-risk assessment and financial analytics in a single,
reproducible, statistically controlled evaluation of Al Four conclusions follow. First, intrusion detectors that appear nearly
perfect under random cross-validation lose 16-25 pp of F1 when attack distributions shift, and novel attacks are the main
blind spot; detector selection must therefore rest on shift-aware validation, threshold management and edge-cost profiling,
not benchmark accuracy. Second, federated learning is a practical cloud—edge compromise: it recovered most of the benefit of
pooled data, was robust to label skew in this setting, and far outperformed isolated clients. Third, in credit risk, ensembles
yield small but statistically defensible discrimination gains that do not automatically translate into lower expected cost, better
calibration or fairer outcomes, so model governance must evaluate all of these. Fourth, for persistent financial time series,
parsimonious econometric models (HAR and GARCH-7) remained superior to flexible ML.. The common thread is that the
value of Al in digital transformation is conditional on data regime and evaluation rigour, and the ICDT framework's cross-

cutting assurance layer is the mechanism that makes this value visible and auditable.

Future work should (i) replicate the protocol on contemporary IoT and cloud traffic and on loan-level credit data; (ii) evaluate
prior-shift correction and continual learning for intrusion detection; (iii) add secure aggregation, differential privacy and
adversarial-client defences to the federated layer; (iv) test forward-looking and alternative-data features for ML risk models;
and (v) build an explicit cross-layer simulation linking security incidents to financial risk outcomes.
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