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ABSTRACT: Smart agticulture increasingly relies on Federated Leatning (FL) to train
shared models for crop classification, irrigation scheduling, disease detection, and rainfall
prediction across many farms without centralizing sensitive operational data. This
decentralization mitigates the privacy and bandwidth costs of traditional cloud-centric
machine learning, but FL is well documented to remain vulnerable to poisoning,
backdoor, and inference attacks, and agriculture adds threats that are distinctive to the
domain, since physical sensors and weather stations are often unattended, easily accessed,
and cheaper to tamper with than a data center. This survey organizes the growing but still
fragmented literature at the intersection of FL security and precision agriculture,
restricting itself throughout to sources published in 2021 or later and independently
verified against a real, DOI-registered publication. We review FL fundamentals, catalogue
the datasets and applications used in agtricultural FL research, present a taxonomy of
sensor-level, client-side, communication-side, and server-side attacks, and map robust-
aggregation, anomaly-detection, privacy-preserving, and blockchain-audit defences to the
attacks they counter. We compare unsecured and secured FL. methods on agricultural
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tasks and identify concrete research gaps: the absence of standardized security
benchmarks, limited multi-modal robustness studies, reproducibility limitations, and an
under-studied physical-sensor threat model. We close with a research agenda spanning
benchmark design, layered defence architectures, multi-modal defences, regulatory-grade

audit infrastructure, and edge deployment.

1. INTRODUCTION
1.1 Motivation and Importance of Smart Agriculture

Global food production faces mounting pressure from population growth, water scarcity, and increasingly erratic weather driven
by climate change. Meeting this demand without expanding cultivated land depends on producing more from the same footprint
of soil and water, which is the core promise of precision agriculture: using IoT sensors, drones, and satellite imagery to measure
soil moisture, canopy health, and microclimate at a resolution no human inspector can match, then acting on that data with
artificial intelligence [1 — 3]. As farms adopt networked soil probes, weather stations, and camera-equipped irrigation controllers,
the volume of agronomic data available for machine learning has grown accordingly. Because no single farm, cooperative, or
regional authority holds enough labeled data to train a robust model alone, and because neighboring farms often face correlated

pests, soil conditions, and weather, there is a natural incentive for multi-farm collaboration in model training [4].
1.2 Need for Federated Learning in Agriculture

Creating a central repository of raw agricultural information to facilitate this is undesirable for a number of reasons. Data is
commercially sensitive at the farm level, as yield estimates, chemical input schedules, and irrigation timing can show a growet's
operating margin, and regulatory frameworks restricting data ownership are becoming more stringent in several jurisdictions
[5]. Rural connectivity also tends to be low bandwidth: cellular and LoRaWAN. Uploading raw sensor streams or high resolution
imagery to a central server is not viable with the low bandwidth of these networks. Federated learning (FL) directly tackles this
combination of constraints: Participating farms train a shared model locally and update the model with the orchestrating server
only with model updates, and never with the underlying records themselves [4]. This meets the data-sovereignty requirements
and still allows each party to reap the benefits resulting from the joint experience of the consortium, which is why FL has been
tried in almost all of the major agricultural sensing tasks, ranging from crop classification [6] to rainfall and yield prediction [7,
8] to plant disease diagnosis [9 - 12].

1.3 Security Challenges Specific to Agricultural FL

So far, the most typical application contexts for FL security research are mobile keyboards, hospital consortia and vehicular or
transportation networks [13], [14] where the main threat is considered a compromised software client. Agricultural FL is to
inherit all of those threats and a unique attack sutrface that's based on physical exposure. Probes to measute soil-moisture,
weather stations, and irrigation valves are often deployed in unattended fields without any physical security, using
unauthenticated radio links, and rarely patched after deployment [15], [1]. It is not necessary for an attacker to break an entire
software stack to corrupt the training round; it would suffice to simply move a moisture sensor, bias the temperature of a
weather station's thermistor, or change the operating conditions of the solar-powered field sensor [16] discussed explicitly in
recent attack resistant smart-farm monitoring research. The impact of a successful attack is also tangible and economic and not
as abstract as in most FL. deployments, so that there is a strong incentive for specific cybersecurity incident analysis studies in
the food and agriculture industry [17].

1.4 Survey Obijective

The purpose of this survey is to provide researchers and practitioners developing secure federated learning systems for smart
agriculture with a unified, structured reference that bridges the gap between FL security research in general and the specific
datasets, threat models, and deployment constraints of the agricultural domain, using only sources published since 2021 and
having an independently verified DOL
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1.5 Technology Scope

The technologies surveyed range from the FL substrate and communication protocols [4] through the machine learning models
trained over agricultural data, spanning shallow classifiers, convolutional and transformer types [18] [11] to the attack methods
that target any part of the FL pipeline from the sensors to the server [19], [20] and the defence mechanisms that counteract
these attacks [21], [22] and finally to the IoT and edge hardware on which agricultural FL clients are typically run [1] [23].

1.6 Application Environment

The surveyed work falls into three broad categories of deployment context, where one or more of the models are shared across
multiple farms: multi-farm consortia where the shared model is fed one of two types: a shared crop model (without pooling
raw data) [6] [9] or an irrigation board or water authority where the models are fed a shared model across many independently
operated farms [24 - 26]; regulatory or governance contexts that increasingly mandate verifiable and tamper-evident records of
the training of the shared model [13], [23].

1.7 Contributions of This Survey

The security survey will be focused on agricultural federated learning, connecting the general FL-security literature to the
agricultural domain, with only publications from the year 2021 or later, and verified by a DOL

A taxonomy of attacks at the sensor level, client side, communication side and server side (Section 5, Fig. 2).

An explicit representation of a mapping of defence families to the attacks they have to defend, and the cost that each defence

incurs (Section 0).
A literature-review table and comparative feature matrix of the 40 verified sources that underlie this survey (Sections 3.5-3.6).

A research program for benchmarking, multi-modal robustness, reproducibility and the physical-sensor threat model (Sections
8-9).

1.8 Organization of the Paper

In Section 2, we present the basics of FL, modalities of agricultural data, and the general adversarial-robustness literature, and
set up the threat model throughout. In Section 3, prior work is categorised and the literature-review table and comparative
feature matrix for all 40 references is presented. Section 4 reviews public datasets. The attack taxonomy, defence taxonomy and
a comparison between unsecured and secured FL. methods are given in Section 5, 6 and 7, respectively. Section 8 outlines

research gaps, Section 9 presents research agenda and Section 10 wraps up.
2. BACKGROUND
2.1 Federated Learning Fundamentals

The federated learning training model is a distributed training model where the raw data of a series of clients (such as farms,
irrigation districts, or individual sensor gateways) are not sent to a central server, but each client participates in training under
the coordination of the central server to fit a shared model [4]. The standard approach is to have the server broadcasting the
current global model to a subset of clients, and then clients proceed to do some local training on their data, return their modified
model parameters, and the server combines the modified parameters into a new global model, usually by weighted averaging.
Both Zhang et al. [4] and Mothukuri et al. [31] give detailed discussions of this workflow and the aggregation algorithms that
are developed on top of it, pointing out that while this is a common workflow developed in independently run farms, where
datasets from clients might be very heterogeneous in size and distribution, the former [5] and the latter [8] are exceptions rather
than the rule.

2.2 Federated Aggregation and Optimization in Agricultural FL

In recent years, some agricultural FL work has started to take steps to accommodate the heterogeneity of the farm. For smart-
agriculture deployments, Zhang et al. [8] propose dual dynamic quantization to cut down the communication cost of aggregation
rounds, whereas Praharaj et al. [30] introduce a hierarchical federated transfer-learning architecture which reflects cooperative
smart farming with multiple parties by aggregating at multiple layers. In a real agricultural sensing task, Killeen et al. [7]

demonstrate that federated aggregation can achieve comparable accuracy with centralized sensing, but do not have to send any

1332
Natural Resources for Human Health (NRFHH)

https://nrfhh.com



Natural Resources for
Human Health 9

elSSN: 2583-1194

raw sensor readings out of the local farm. FLTrust [22] adopts a different model of aggregation, with the server keeping its own
small clean base dataset, and recalculating each client update to be similar to some reference update computed by the server;
This design does have the benefit of Byzantine robustness as a by-product of the aggregation rule, and it is further discussed as

a defence mechanism in Section 6.1.
2.3 Smart Agriculture Data Modalities

The four general types of data modalities used in Agricultural FL research are described. The data from soil sensors (moisture,
temperature and electrical conductivity) is usually tabular and low dimensional, and forms the basis of federated smart-irrigation
efforts [26 - 28]. Rainfall-prediction and crop-monitoring pipelines rely on weather station data for their federated pipelines
[29] and [3]. Crop-management records are semi-structured and the modality most prone to falsification as the records are often
manually entered. The most complex and most widely explored modality is image-based modalities, e.g., RGB leaf photos and
multispectral canopy scans, which forms the basis for the voluminous federated crop-disease-detection research [9 - 12].

2.4 Adversarial Robustness in General FL Literature

In the non-agricultural sector, the FL literature can be classified into a number of families of attacks and is well summarized by
Mothukuri et al. [31], Blanco-Justicia et al. [21] and Xia et al. [20]. In both, the data poisoning corrupts the local training set,
whereas in model poisoning, the gradient or weight update is directly manipulated, and both are explored in detail in Xia et al.'s
survey on poisoning attacks [20]. They are classified as a targeted type of poisoning that only affects the accuracy of the target
task without any impact on the accuracy of other tasks, and they are listed with their proposed countermeasures in Mothukuri
et al. [31] and Nair et al.'s empirical study of adversarial attacks on FL environments [19]. Byzantine attacks are more general
attacks that include any behaviour by the clients, malicious or otherwise, that is an arbitrary deviation from the honest protocol;
Blanco-]Justicia et al. [21] provide a detailed survey of the various robust-aggregation rules and cryptographic countermeasures
for Byzantine attacks, and the FL aggregation rule FLTrust [22] is a commonly used Byzantine-robust aggregation rule that is
frequently mentioned in the agricultural FL literature covered in Section 3. These are survey-level treatments and, accordingly,
they have been compared with general-purpose benchmarks instead of sensor data from agriculture, as Section 8 points out, an
area that agricultural FL security research is now starting to fill.

2.5 Threat Model for Federated Agricultural Systems

We assume an honest-but-curious server, i.e. the aggregation server runs the FL protocol correctly; however it may try to deduce
some information from the updates that it receives, and its audit logs should thus be independently verifiable rather than self-
reported [13, 23]. As per the Byzantine-robustness framing described by FLTrust [22] and covered in a broad survey by Blanco-
Justicia et al. [21] we assume that there exists some portion of the client population that may be malicious, corrupted, or flawed.
There are three types of attackers that are modelled: sensor-level attackers who can manipulate a device that has been deployed
in the field without touching its software [16] and [15]; client-level attackers who control the training pipeline on a compromised
device, and who can push arbitrary model updates [19] and [20] into it; and communication-level attackers who can observe or
tamper with messages between client and server [32] and [14]. We also consider a breach of the audit log as a separate threat

surface, which is an incentive for the blockchain-audit defences reviewed in Section 6.5 [13, 20].
3. LITERATURE CATEGORIZATION
3.1 Federated Learning for Agricultural Applications

Major reseatch focus in agricultural FL in recent years is crop disease detection, itrigation, and crop yield/rainfall prediction.
The image-based FL pipelines are mostly anchored by crop-disease detection: Mamba Kabala et al. [9] compare the performance
of the CNN and Vision Transformer architectures in federated disease detection for wheat crops, where the number of
participating learners, communication rounds, and data quality is the factors; Hari and Singh [12] propose an adaptive
knowledge-transfer approach to handle the statistical heterogeneity across the various farms; Fahim-Ul-Islam et al. [18] apply
transformer models for federated wheat-disease identification; Tripathy et al. [10] optimize the federated rice-leaf disease
classification; Chorney et al. [11] directly address the heterogeneous multi-site crop-disease diagnosis. Idoje et al. [6] use
federated averaging with Adam and SGD optimizers for the classification of crops using climate data and find that their

federated approach is able to converge faster and more accurately than a centralized approach.
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3.2 Federated Learning for Smart Irrigation

The irrigation specific FL. work has been rapidly expanding in the past two years. Bera et al. introduce FLAG [24] and its
improved version Fedchain [25] which integrates federated learning with blockchain-based coordination for sustainable
irrigation in the context of Agriculture 5.0. Amraouy et al. [26] on the other hand focus on the data-sharing layer surrounding
the FL training process and propose blockchain-based smart contracts and self-sovereign identity for enabling verifiable cross-
organizational data sharing in the field of irrigation. The federated architectures for IoT farm sensing in general is illustrated by
Killeen et al. [7] and Zhang et al. [8] which optimizes communication cost with dual dynamic quantization. Morchid et al. [35]
examine IoT- and cloud-computing-based smart irrigation technologies for sustainable farming, Debauche et al. [39] review
cloud and distributed architectures for agricultural data management under the Agriculture 4.0 paradigm, and Singh et al. [40]
present a soil-moisture-sensor-based smart controller for autonomous irrigation, illustrating the sensor-level building blocks
that federated irrigation systems must eventually secure.

3.3 Federated Agricultural Security (Core Focus)

The applications literature above is smaller than the dedicated security research at the intersection of FL and agriculture, but is
nonetheless significant and much larger since 2023. It is an explicitly conceptual position paper that classifies adversarial
example, poisoning, and backdoor attacks against agricultural Al systems and concludes that farmers and technology vendors
are not very aware of the risks [15]. SusFL [106] is an entirely experimental system, namely a sustainable, energy-aware FL-based
monitoring system for smart animal farming systems, specifically engineered to protect against data-poisoning and privacy
attacks to the sensors operating in the fields equipped with solar power. Praharaj et al. [30] also develop a hierarchical federated
transfer-learning and digital-twin system to ensure the secure operation of cooperative smart farming in the face of cyber threats.
The closest work to the surrounding threat landscape is offered by Kulkarni et al. [17] who discusses the documented
cybersecurity incidents in the food and agriculture industry. Adjacent but not agriculture specific, Abdel-Basset et al. [13]
analyzed federated learning-based intrusion detection systems for IoT, transportation, or 5G networks, and the lightweight,

resource-constrained federated learning intrusion detection system design insights apply to agricultural IoT deployments.
3.4 General FL Security Foundations Underpinning This Survey

The taxonomies in sections 5 and 6 are tied to three general purpose FL security surveys: Mothukuri et al. [31] provide a broad
characterization of FL vulnerabilities and countermeasures, Blanco-Justicia et al. [21] provide a survey of FL systems that seck
to achieve security and privacy jointly, and Xia et al. [20] provide a survey of poisoning attacks. The extensive empirical work
around adversarial attacks in FL is due to Nair et al. [19] and the most widely cited Byzantine robust aggregation rule, FLTrust
[22] of the agricultural FL literature surveyed above is due to Cao et al. Finally, cross-silo data sharing in the agri-food sector is
discussed in Durrant et al. [5] and a privacy-encoding FL framework specifically developed for the smart agriculture intrusion

detection is covered in Kumar et al. [34].
3.5 Literature Review Summary

The verified sources for this survey have been reduced to a single reference table by the 20 most recent sources, as shown in
Table I. All entries were individually identified and verified with the publisher information (IEEE Xplore, ScienceDirect,
Nature, ACM, Springer, or MDPI) and found to have a valid DOI and a publication year of 2021 or more recent; the numbers
in the References correspond to the complete bibliographic details in the Reference section.

Authors | Year Objective Dataset Methodology | Advantages Limitations Research Gap
Moham | 2025 | Review N/A Review of Broad view of | Review level, Security of
med sensor tech (review) agricultural sensor no these sensor
Aarif et for precision sensor hardware FL/robustness technologies for
al. [1] agriculture advances trends evaluation FL
Adel et 2026 | Review N/A Literature Broad Review level, Security of
al. [2] drone (review) review of synthesis of no FL/secutity | federated/drone
automation UAV drone evaluation data streams
in agricultural
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Agriculture automation integration
5.0 trends trends
Killeen 2025 | Compare FL, | Real farm Federated/ens | Competes No Security against
etal. [7] centralized, sensor data, emble learning | with adversarial/pois | malicious farm
ensemble Ottawa, vs. centralized | centralized oning clients
farm sensing | Canada baseline accuracy, robustness unstudied
(nitrous preserves evaluation
oxide privacy
emissions)
Zhang 2025 | Reduce FL. Simulated Dual dynamic | Reduces Communicatio | Combining
etal. [8] communicati | smatt- quantization overhead, n focus, no quantization
on cost in agriculture for FL. preserves Byzantine with Byzantine
agriculture FL model robustness robust
benchmark accuracy evaluation aggregation
Chorney | 2025 | Address Multi site FL across Targets Non- | Heterogeneity Validation on
etal. heterogeneou | crop disease | heterogeneous, | 11D, multi- simulated, not real multi-farm
[11] s multi site image data multi-site site from real farms | data remains
crop disease | (simulated clients heterogeneity open
diagnosis heterogeneit directly
y)
Hariand | 2025 | Improve Two FDLIWT, 97.5% Simulated splits | Robustness to
Singh plant-disease | simulated adaptive FL accuracy, only, no poisoned/backd
[12] detection Non-1ID with beats 5 SOTA | adversarial oored updates
under federated lightweight methods evaluation untested
heterogeneity | leaf-image attention CNN
datasets
Gao et 2024 | Characterize N/A Categorizes First Conceptual Lack of
al. [15] security (position/pe | adversatial, dedicated FL- | only; no experimental
threats to rspective poisoning, attack empirical validation is the
agricultural paper) backdoor taxonomy for | validation key gap
Al attacks agriculture
Safeer et | 2025 | Integrate CV, | Field- Combined CV, | Tampet- No FL. Integrating
al. [23] IoT, deployed IoT, and evident component; not | blockchain with
blockchain CV/IoT blockchain record- jointly security- | federated ML
for climate- sensing data | architecture keeping via evaluated unexplored
smart blockchain
farming
Amraou | 2025 | Enable Weather Blockchain Fine-grained, | Data-sharing Integrating
y etal. secure cross | data sharing | smart trustless, least | layer only, no SSI/blockchain
[26] organizationa | demonstrati | contracts with | privilege poisoning with FL
lirrigation on scenario | self sovereign | sharing analysis defences
data sharing identity unaddressed
Motchid | 2025 | Review N/A Systematic Synthesizes Review level, Secutity/ptivacy
etal. IoT/ML in (PRISMA PRISMA benefits/chall | no security noted as future
[28] sustainable based methodology enges across mechanism work only
irrigation review 108 studies tested

Natural Resources for Human Health (NRFHH)
https://nrfhh.com

1335



Natural Resources for
Human Health

elSSN: 2583-1194

review, 108
papers)
Mir etal. | 2025 | Improve Agricultural | DNNs Enables Centralized Federating this
[29] crop IoT sensor compared autonomous training; not pipeline across
monitoring data across five real time field | privacy farms
via deep activation monitoring preserving unaddressed
learning functions
Shastri 2025 | Advance Crop Supervised ML | Adds Centralized, no | Federating XAI
etal. crop recommenda | with interpretabilit | adversarial/pois | with federated,
[38] recommenda | tion dataset | explainable Al | y to crop oning analysis robust training
tion with ML | (soil/climate | techniques predictions
and XAI features)
Sawant 2026 | Build real- Field ToT ML based crop | Real time Centralized, no | Federating
etal time IoT sensor data | recommendati | crop federated or across farms
[30] crop- (soil, on and recommendat | robustness while preserving
recommenda | weather) optimization ion from field | analysis privacy
tion system sensors
Dari et 2025 | Monitor Multiresoluti | Satellite-based | 10 m Remote sensing | Combining
al. [37] irrigation via | on satellite irrigation sampling; only, no FLL satellite data
hyper- hydrological | mapping (SM | validated at security model | with federated
resolution data inversion) farm scale sensors
satellite

Table I: Literature Review Summary

Source Selection Criteria: The literature considered in this survey was selected based on three primary criteria: (i) relevance

to federated learning, smart agriculture, agricultural IoT, security attacks, or defence mechanisms; (ii) publication in 2021 or

later and (iii) independent verification through a valid DOI and publisher record. Sources that did not satisfy these relevance,

publication-year, or verification requirements were excluded from the reviewed set. The selected sources were then categorized

according to their application, attack or threat model, defence mechanism, and reported limitations.

3.6 Comparative Feature Matrix

Table II revisits all references according to the following security relevant features: Does the work feature IoT sensing? Does

the work target agriculture-specific applications or concerns? Does the work feature federated (as opposed to centralized)

learning? Does the work include data privacy concerns? Does the work include attack or threat analysis? Does the work propose

or evaluate a poisoning/Byzantine defence? Does the wotk involve any form of blockchain-based infrastructure? What is the

architectural style? A cross (X) only indicates the absence of evidence given in the paper and it does not imply that the technique

is impossible in the setting, but that it is not reported in the paper.

Natural Resources for Human Health (NRFHH)
https://nrfhh.com

Ref. | IoT | FL | Privacy | Attack/Threat | Poison. | Blockchain Dataset Performance
Defence

(1] v X X X X X N/A (review) Review only, no
FL/security
evaluation

(2] v X X X X X N/A (review) Review only, no
FL/security
evaluation
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[0] V4 V4 Simulated smart- Converged
farm network faster/more
(crop/climate) accurate than
centralized
[7] V4 V4 Real farm sensor Ensemble learning
data (Ottawa, competitive,
N20) privacy preserving
[8] V4 V4 Simulated smart Reduced
agriculture FL communication,
benchmark preserved accuracy
[10] X V4 Rice leaf disease Improved
image data classification via FL
optimization
[11] X v Multi site crop Addresses Non-
disease images 11D, multi site
(simulated) heterogeneity
[12] X v Two simulated 97.5% accuracy,
Non-IID leaf image beats 5 SOTA
sets methods
[14] V4 v Transportation IoT | FL based intrusion
edge device data detection, edge
devices
[106] v v Solar sensor cattle 10% less energy,
health data 34% higher MTBF
[22] X v FL benchmark, Byzantine robust
server held clean aggregation
dataset (FLTrust)
23] | v X Field vision/IoT Tampet evident
sensing data record keeping via
blockchain
[24] N4 N4 Agticulture 5.0 Trustworthy,
simulated network | auditable irrigation
pipeline
[25] v v Simulated irrigation Improved
network blockchain-assisted
FL cootdination
[20] v X Weather data Trustless, least
sharing privilege cross farm
demonstration sharing
[27] 4 X Field Low-cost, energy
soil/temp/humidity autonomous
sensors irrigation
(Bangladesh)
1337
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28] | v | v v X X X N/A (PRISMA Synthesis of
review, 108 papets) | benefits/challenges,
108 studies

[29] V4 X X X X X Agricultural-IoT Autonomous real
sensor data time
greenhouse/field
monitoring
[34] v v v V4 X X Smart agriculture Privacy encoded
network/intrusion federated GRU
data IDS (PEFL)
[36] V4 X X X X X Field 10T sensor Real-time crop
data (soil, weather) recommendation

from sensors

[37] v X X X X X Multiresolution 10 m sampling,
satellite farm scale
hydrological data validation
[38] X X X X X X Crop Adds XAI
recommendation interpretability to
dataset predictions
(soil/ climate)

Table II: Comparative Feature Matrix Across Verified References
4. DATASETS IN FEDERATED AGRICULTURAL SECURITY
4.1 Tabular Sensor Datasets

Most irrigation and soil related FL research is in tabular form. In fact, the logs of the soil-moisture, temperature and humidity
sensors deployed in the field are also used to support solar-powered IoT irrigation systems [27] and studies on lightweight
controller systems conducted on hybrid bermudagrass with recycled-water irrigation are also common, and the absence of a
single public tabular dataset to serve as a standard benchmark in federated irrigation research, mentioned in Section 8.1, is
discussed further here.

4.2 Image-Based Agricultural Datasets

In the realm of federated crop-disease detection leaf-image datasets are the most prevalent image corpus, distributed among
simulated clients based on crop or acquisition device, as in [9 - 11] and [18]. Satellite and remote-sensing imagery is also
employed for irrigation monitoring at hyper-high spatial resolution [37] but is not used as often as leaf-image corpora for FL.
research.

4.3 Reference and Governance Datasets

Access-control and provenance context for FL training datasets is increasingly becoming available via the cross-silo data-sharing
frameworks for the agri-food sector [5] and the blockchain-based data-governance layers for irrigation [26] that are being
developed, although these frameworks are usually assessed independently of the FL training pipeline.

4.4 Dataset Limitations

Many “federated” datasets are created by dividing a single centralized corpus among simulated clients, reducing the actual
variability found to be present in real multi-farm data; that is a problem that heterogeneity-aware works like those of Chorney
et al. [11] and Hari and Singh [12] address explicitly

Class imbalance: urgent irrigation and acute disease outbreak are naturally uncommon events and models trained on the

naturally collected data underestimate the occurrence of these rare events.
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Inconsistencies in how the datasets are used: there are inconsistencies in how most of the datasets are used, making it difficult
to replicate the results reported by industry-affiliated research groups.

5. ATTACK METHODS SURVEYED
5.1 Sensor-Level Attacks

i) Physical sensor manipulation. Agricultural FL clients are often deployed on sensots powered by the sun or battery, so an
adversary can degrade or bias a client's participation without ever modifying its code; the authors of the susFL system [10]
explicitly account for this "fluctuating and potentially adversatial sensor condition" and make their system robust to such
scenarios. Physical attack of sensors is also considered a specific threat in agricultural AT compared with other FL. use cases by
Gao et al. [15].

ii) There is calibration drift and there are falsified records. Any model relying upon weather-station calibration drift as a factor
in its recommendation is affected by the corruption of this data source, and smart-sensor reviews [1] and precision-irrigation

reviews [3] each cite the actual issue of sensor-calibration problems in field deployments as a problem.
5.2 Client-Side Attacks

i) Data poisoning / Model poisoning. Robust aggregation rules against the naive attackers that poison local data have been
documented in both dedicated survey work by Xia et al. [20] and empirical analysis by Nair et al. [19] to be vulnerable to attacks
involving adversarially prepared model updates, in particular those that are opt-in rather than opt-out. Moreover, both dedicated
survey work by Xia et al. [20] and empirical analysis by Nair et al. [19] show that robust aggregation rules against the naive
adversaries that do so atre susceptible to attacks involving adversarially crafted updates, in particular to opt-in attacks. The
attacks described here are part of a larger taxonomy introduced by Mothukuri et al. [31] and Blanco-Justicia et al. [21] that
includes the backdoor injection attack, where the accuracy for the main tasks remains unchanged while a misclassification is

injected, subject to a trigger condition.

ii) Reliability of participation and free-riding. A further threat to FL fairness is that a client may update a system that appears to
be a legitimate training progress, but it does not actually provide any learning signal; this aspect of fairness is not directly
addressed to model integrity in the FL-security taxonomies of [21] and [31] but is also considered a threat to model quality and

consortium governance.
5.3 Communication-Side Attacks

i) Eavesdropping and inference. An attacker that can access the network path between a client and the server can be able to see
the model changes that are being sent, which Blanco-Justicia et al. [21] and Mothukuri et al. [31] both discuss as a key
confidentiality threat in FL. deployments overall, and which is applicable to agricultural consortia sharing updates via witeless

networks in rural areas, often without authentication.

ii) Replay and unauthenticated channels. Channel level authentication and replay resistance are also crucial concerns that can
be directly applied to agricultural IoT, as shown in the survey of FL-IDS approaches for 5G and beyond by Rezaei et al. [33]
and the blockchain-based federated intrusion detection framework for smart transportation by Abdel-Basset et al. [13].

5.4 Server-Side Attacks

i) Aggregator / audit-log tampeting by a malicious party. A malicious aggregator is a more powerful threat since the honest-
but-curious threat model does not presume the server is actively choosing to violate protocol, but rather it can selectively pick
and choose which updates to include or exclude, or even bias the aggregation rule itself. Both Amraouy et al. [26] and Safeer et
al. [23] are dedicated to advocating blockchain-based audit infrastructure for making such tampering easy to detect
retrospectively, a line of thought further explored in Section 6.5.

5.5 Attack Taxonomy Table

Location Attack Mechanism
Sensor Physical sensor manipulation / energy- Field tampering or exploitation of fluctuating
condition attacks solar/battery power [16], [15]
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Sensor Calibration drift / falsified records Miscalibrated insttuments or manual data falsification
[1], [3
Client Data / model poisoning Corrupted local training data or adversarially crafted
updates [19], [20]
Client Backdoor injection Hidden trigger-conditioned misclassification with
preserved main-task accuracy [21], [31]
Client Free-riding / unreliable patticipation Fabricated updates mimicking training progress [21],
[31]
Communication Eavesdropping / gradient-based Passive interception, inference from shared updates
inference [21], [31]
Communication Replay / unauthenticated channel Exploiting lightweight, unauthenticated IoT protocols
exploitation [13], [33]
Server Malicious aggregator Deviation from honest aggregation protocol [26], [23]
Server Audit-log tampering Retroactive record falsification absent tamper-evident

logging [20], [23]
Table IIT: Attack Taxonomy By Pipeline Location

Attacks on

Mouturtunsa l l l
' spollm v ‘ Label flipping , A Envaedroppln? x m
' Weather-Station Gradient scaling/ G““"’“ Auditdog
L—c""’"i——“”“" _“W“i"'"L L@wilm J L""’l‘"‘;
iswgmm ‘mmmm’; }Rmmm‘j Global model
Free-rider
participation

Fig 1: Taxonomy Of Poisoning-Relevant Attacks On Agricultural Federated Learning
6. DEFENCE METHODS SURVEYED
6.1 Robust Aggregation

i) Trust-bootstrapped aggregation. In FLTrust [22] the server keeps a small clean root set of updates and generates a reference
update based on this; and every client's update is re-weighted with regard to its similarity and magnitude to the reference. This
root-of-trust design is literally similar to the sort of clean-set fidelity scoring a regional agricultural extension office or research

station might be able to offer in an agricultural FL. deployment.

ii) Communication-efficient robust aggregation. By contrast, Byzantine-robustness mechanisms are not the only approach to
aggregation cost reduction: Zhang et al. [8] demonstrate potentially how aggregation cost can be reduced by a dual dynamic
quantization while maintaining the accuracy of the model in the context of smart agriculture.
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6.2 Anomaly and Attack Detection

i) Norman's general FL anomaly detection. Nair et al. [19] empirically study the manifestations of adversarial attacks as
detectable anomalies in FL training dynamics, while Xia et al. [20] examine a wider range of detection strategies for poisoning

attacks.

i) Attack-resistant client selection. Very specifically, Chen et al.'s susFL [16] introduces a game-theoretic mechanism-design
perspective on client selection, which optimizes both the quality of the monitored clients and their energy efficiency while

resisting adversarial clients.

iif) Federated intrusion detection. All of these federated intrusion-detection systems for IoT, transportation or agricultural
networks treat intrusion detection as a lightweight, privacy-preserving anomaly-detection layer and complement defences
against poisoning attacks [13, 32, 14, 34].

6.3 Privacy Mechanisms

i) Privacy-encoding federated architectures. In the context of smart-agriculture, Kumar et al. [34] proposed a framework, PEFL,
which integrates perturbation-based encoding with a federated GRU-based intrusion-detection model to ensure both privacy-
preservation and downstream utility, letting both to be engineered together in a systematic manner instead of being ad hoc.

ii) Governance level privacy and access control. Durrant et al. [5] discuss cross-silo data sharing as a governance-level privacy
mechanism in the agti-food sector that sits outside the FL training loop and Blanco-Justicia et al. [21] offer a survey of formal
privacy tools such as differential privacy and secure aggregation at the general FL level.

6.4 Audit Infrastructure

i) Blockchain supporting FL in irrigation. Bera et al. TAG [24] and Fedchain [25] are both federated learning schemes used for
sustainable irrigation decision making, which augment federated learning with blockchain-based coordination, ensuring that a

tamper-evident record of who participates in training and who is responsible for aggregation decisions is maintained.

ii) Blockchain-based data governance. Smart contracts and self-sovereign identity have been adopted in the context of
blockchain for data sharing, with Amraouy et al. [26] showing how to do so for cross-organizational data sharing, and Safeer et
al. [23] extending this concept to blockchain and computer vision and IoT sensing to support climate-smart cultivation, where

both cases illustrate naturally applicable audit-infrastructure patterns that extend to logging FL round metadata.

6.5 Defence Taxonomy Table

Defence Family Representative Method Counters
Robust aggregation FLTrust root-of-trust re-weighting [22] | Byzantine updates, adaptive poisoning
Robust aggregation Communication-efficient quantized Bandwidth/cost constraints
aggregation [8] (complementary to robustness)
Anomaly detection Empirical adversarial-attack analysis Statistically distinguishable poisoning
[19], [20]
Anomaly detection Game-theoretic attack-resistant client Sensor-condition attacks,
selection [16] unreliable/malicious clients
Anomaly detection Federated intrusion detection (FL- Network-level intrusions in
IDS) [13], [14], [32], [34] 10T /agticultural deployments
Privacy Perturbation-based privacy encoding Data-privacy violation during FL
[34] training
Privacy Formal privacy (DP, secure Gradient inference, eavesdropping
aggregation) - survey level [21]
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Governance / access control Cross-silo data-sharing frameworks [5] | Unauthorized or non-consensual data
pooling
Audit infrastructure Blockchain-assisted FL for irrigation Audit-log tampering, non-repudiation
[24], [25]
Audit infrastructure Blockchain + SSI data governance Audit-log tampering, unauthorized
[23], [26] access

Table IV: Defence Taxonomy Mapped To Counterable Attacks

Comparative discussion of defence mechanisms: The sutveyed defence mechanisms address different points in the
agricultural FL security pipeline and therefore provide complementary rather than interchangeable protection. Robust
aggregation, such as FLTrust, is primarily designed to reduce the influence of malicious or Byzantine client updates, but may
introduce additional computational requirements and, in the case of root-of-trust approaches, require a trusted reference
dataset. Anomaly detection and attack-resistant client selection can identify suspicious client behaviour or updates, but
their effectiveness depends on the ability to distinguish malicious behaviour from legitimate variation caused by heterogeneous
agricultural data. Privacy mechanisms, including perturbation-based encoding, aim to reduce information leakage during FL.
but may involve a trade-off between privacy protection and model utility. Blockchain-based mechanisms provide tamper-
evident coordination and auditability, but they address governance and record integrity rather than directly preventing model
poisoning. These observations indicate that no single defence mechanism addresses all agricultural FL threats, supporting the
need for layered security architectures.
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Fig 2: Federated Learning pipeline in smart-agriculture deployments and its attack surface
7. METHODS COMPARISON

7.1 Federated Methods Without a Dedicated Security Layer

Application Approach Data / Clients Reported Result
Crop classification FedAvg (Adam vs. SGD) Simulated smart-farm Decentralized model
[6] decentralized network converged faster and more

accurately than centralized

baseline
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Crop disease classification

FedAvg (CNN and ViT
backbones) [9]

Leaf-image data, multiple
simulated clients

Accuracy sensitive to
number of learners, rounds,

and data quality

Wheat leaf disease
identification

Transformer models under
FL [18§]

Wheat leaf image data

Federated transformer
approach identifies disease
classes while preserving data

locality

Rice leaf disease

classification

Optimization-based FL [10]

Rice leaf image data

Improved classification via
FL-specific optimization

Multi-site crop disease
diagnosis

Heterogeneity-aware FL
[11]

Simulated multi-site

heterogeneous data

Addresses Non-IID, multi-
site heterogeneity directly

Sustainable irrigation

FL + blockchain assistance
(FLAG / Fedchain) [24],
[25]

Agriculture 5.0 simulated
network

Proposed as a trustworthy,
auditable irrigation-decision

pipeline

Farm sensing (N20O

emission)

FL vs. centralized vs.
distributed ensemble [7]

Real farm sensor data,
Ottawa, Canada

Federated/ensemble
learning competitive with

centralized accuracy

Communication-efficient

agricultural FLL

Dual dynamic quantization

(8]

Simulated smart-agriculture
FL benchmark

Reduced communication
overhead while preserving

accuracy

Table V: FL. Methods On Agricultural Datasets (No Dedicated Security Layer)

7.2 Federated Methods With a Security or Governance Layer

Method

Attacks / Threats Studied

Defences Applied

Domain / Status

FLTrust [22]

Byzantine / adaptive

poisoning

Server-side root-of-trust re-

weighting

General FL (not agriculture-
specific)

susFL [16]

Sensor-condition attacks,
data poisoning, privacy
threats

Game-theoretic attack-

resistant client selection

Smart animal-farm

monitoring

Hierarchical FTL + Digital
Twin [30]

Collaborative smart-farm

cyber threats

Hierarchical federated
transfer learning, edge-based

anomaly detection

Cooperative smart farming

PEFL [34]

Data privacy violation,

network intrusion

Perturbation-based
encoding + federated GRU-
based IDS

Smart agriculture

FL-IDS (transportation)
[14]

Network intrusions in

transportation IoT

Federated learning-based
IDS on edge devices

Transportation IoT

(adjacent to agriculture)

FLAG / Fedchain [24], [25]

Aggregation trust, record
tampering

Blockchain-assisted FL

coordination

Smart irrigation, Agriculture
5.0

Blockchain-SSI data sharing
[26]

Unauthorized cross-

organizational access

Blockchain smatt contracts
+ self-sovereign identity

Smart irrigation data

governance

Table VI: Secured / Governance-Aware FL And FL-Adjacent Methods
7.3 Cross-Cutting Observations

There are three patterns which repeat themselves in Tables V-VI. First, Table V shows that the vast majority of reviewed

agticultural FL papers do not report any adversarial and/or poisoning-robustness evaluation, only a few security-oriented
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systems, such as susFL [16] and the hierarchical federated transfer-learning framework of Praharaj et al. [30] and the blockchain-
assisted FLAG/Fedchain pair [24], [25] explicitly design for adversarial or unreliable participants. It is cleat that the literature
in the applications area is large and the literature in the security area is small, this is the clearest quantitative evidence of the
divide this survey documents. Second, while there exists an abundance of general-purpose FL security surveys [21, 31, 20], with
the exception of FLTrust [22] very few of the specific mechanisms they catalogue have been re-validated for the unique threat
model of agriculture (in this case, the sensor-level threat model). Third, there are a number of blockchain-based solutions, such
as those in [23 - 20] for audit and governance in agricultural FL. and FL related systems, but none that combine bucket poisoning
and aggregation were systematically studied on the combined accuracy-privacy-audit tradeoff, and the accuracy was not even
quantified separately.

8. IDENTIFIED RESEARCH GAPS

8.1 Absence of Standardized Security Benchmarks: There are no set security standards. No established security benchmarks.
No community accepted protocol exists for the configuration of attacks and evaluation of defences for agricultural FL
specifically. Applications-based papers included in the survey (Section 7.1) vary in their reporting of detection metrics, and
some papers do not report any metrics, so it is difficult to assess the operational cost of a defence along with the security
benefit.

8.2 Limited Multi-Modal Robustness Studies: Almost all the defences surveyed in Section 6 have only one modality. The
implementation of the agriculture field is always multi-modal, comprised of both soil sensors, weather stations, and imagery,

but cross-modal defences have been virtually absent in the surveyed literature.

8.3 Reproducibility Limitations: When applied to applications literature reviewed in Section 3.1-3.2, random seeds, exact
client-partitioning schemes and full training code are rarely available with the published results, while deployment-relevant

indicators like the volume of communication and energy demands per client, are reported inconsistently.

Practical Edge-Level Implementation Challenges: Beyond the security limitations identified in the reviewed literature,
practical deployment of secure FL at the agricultural edge remains challenging. Field devices and sensor gateways may operate
under constrained computing, memory, energy, and communication resources, while intermittent connectivity and
heterogeneous hardware can affect the reliability and timeliness of federated training. Security mechanisms such as anomaly
detection, robust aggregation, privacy protection, and blockchain-based coordination may introduce additional computation,
communication, or storage requirements. Therefore, future studies should evaluate not only security and model performance
but also edge-level resource consumption, communication overhead, latency, and operational reliability under realistic

agricultural deployment conditions.

8.4 Under-Studied Physical Sensor Threat Model: Unlike most FL application domains, agricultural FL has clients that are
often tied to hardware within easy reach of an adversary in an unattended field. To the best of our knowledge, the most recent
work addressing this threat model is Chen et al. susFL [16] which explicitly designs against the variable and possibly hostile
environment of solar-sensors; however there is no formal and general threat model for physical attacks on sensors in agricultural

FL that we are aware of in the literature.
9. FUTURE DIRECTIONS AND RESEARCH AGENDA

Building on the research gaps identified in Section 8, Table VII sets out concrete research directions and their expected impact,
while Table VIII maps each gap to its current limitation, the corresponding future research direction, and the potential outcome
of pursuing it.

Research Gap Research Direction Expected Impact
Absence of Standardized Security Standard benchmark datasets, attacks, Fair, reproducible comparison of
Benchmarks and evaluation metrics for security, defences.

accuracy, and cost.

Limited Multi-Modal Robustness Cross-modal defences spanning soil, Stronger resilience to coordinated,
Studies weather, imagery, and IoT sources. multi-modal attacks.
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Reproducibility Limitations Open-source code, public datasets, Easier independent validation and
fixed seeds, and reproducibility greater transparency.
checklists.

Under-Studied Physical Sensor Threat | Formal threat models for physical Improved security against field-

Model tampering, firmware attacks, and deployed adversaries.
tamper-resistant designs.

Table VII: Research Gaps, Directions, And Expected Impact

Research Gap Current Limitation Future Research Potential Outcome
Direction

Absence of Standardized Inconsistent datasets, attack | Standard benchmark suites Fair, reproducible

Security Benchmarks settings, and metrics across | with shared datasets and benchmarking.
studies. protocols.

Limited Multi-Modal Most defences cover only Multimodal, cross-modal Better robustness to multi-

Robustness Studies one data modality. secure aggregation source poisoning.

frameworks.

Reproducibility Limitations | Setups, code, and Open-source frameworks Greater transparency and
deployment metrics and standardized reporting. | easier comparison.
reported inconsistently.

Under-Studied Physical Threat models overlook Physical-layer attack studies | Security spanning both

Sensor Threat Model physical sensor and tamper-resistant cyber and physical threats.
compromise. sensing.

Table VIII: Research Gaps, Current Limitations, Future Directions, And Potential Outcomes
10. CONCLUSION

This survey has examined federated learning security in smart agriculture across its algorithmic foundations, applications,
datasets, attack surface, and defence mechanisms, drawing on 40 independently verified, DOI-registered papers published in
2021 or later, and has shown that the agricultural threat model is genuinely distinct from the mobile- and hospital-consortium
settings that have dominated FL security research, chiefly because field-deployed sensors remain physically accessible to
adversaries; while a small number of resilient and auditable systems, such as susFL, hierarchical federated transfer learning with
digital twins, and blockchain-based irrigation frameworks, demonstrate that attack-resistant and auditable agticultural FL is
achievable, the most actionable gaps identified are the absence of standardized security benchmarks and persistent
reproducibility limitations, and the most promising near-term path forward is a pipeline combining trust-bootstrapped
aggregation, attack-resistant client selection, and tamper-evident audit logging, validated specifically against the agricultural

sensor-level threat model.
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